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1. HossicHuTEILHAA 3AIIHCKA

1.1. Iean u 3aga4M TUCHUTLIHHBI

Lenv oucyunaunsl: TpuoOpeTeHNE 3HaHUN 0 0a30BBIX METO/AX U CIIOCO0AX 3aIUThI IPOrpaMM-
Horo obecrnieyenus ([10) aBTOMAaTU3UPOBAHHBIX CHCTEM U YMEHUI IPUMEHSTh Ha MPAKTUKE CPEIICTBA
3alIUThl IPOrPaMM, UMEIOIIMECS Ha OTEYECTBEHHOM PbIHKE NMPOAYKLUHU U YCIYT B 00JaCTH 3aILUThI
UH(POPMALIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA.

3a0auu oucyunaunel: paCCMOTPEHUE CIEAYIOIIUX BOIPOCOB: OCHOBHBIE IIOHATHUS TEOPHH AJIro-
PUTMOB U TEOPUHU CIIOKHOCTH BBIUMCIICHUH; MeTo bl aHanmu3a [10; MeTonbl 3ammThl pa3padaThiBac-
MBIX IIPOIpaMM OT aBTOMAaTHYECKOM I€HEpalUyd MHCTPYMEHTAJIBHBIMHM CPEICTBAMU IIPOIPAMMHBIX
CPEICTB CKPBHITOTO BO3ACHUCTBUS; METOABI MACHTHU(PHUKAIIMY TPOTPAMM M UX XapaKTEPUCTHK; METOBI
3aIUTBI IPOTPaMM OT KOMIIBIOTEPHBIX BUPYCOB; METO/BI 3aIUThl IPOIPaMM OT UCCIIEIOBaHUS; Me-
TOJIBI 00(YCKAIIMM MPOTPaMM; METOJIbI 3AIIUTHI MPOTPaMM OT HECAHKIHMOHUPOBAHHOTO KOIMHPOBa-
HUSl; CPEACTBA U CUCTEMBbl TECTUPOBAHUS IPOrPAMMHOI0 00eCIIeYeHus IPU UCIBITAHUSX €ro Ha 0e3-
OIaCHOCTb; OIEPALIMOHHBIE CUCTEMBI B 3AIUIIEHHOM HCIIOJIHECHHH.

1.2. ®opmupyemble KOMIIETEHIIMH, COOTHECEHHBIE € IVIAHMPYEMBIMH Pe3yJIbTATAMH 00y4eHUsl

o JTUCHUIIJINHE

Komnerennus

(koI ¥ HAaMMEHOBaHUE)

NuaukaTopsl KoMIeTeHI Ui

(Ko ¥ HaUMEHOBaHME)

Pe3yabTaThl 00yueHus

IK-1

Crioco0eH BBITIONHATE Pa0OTHI
M0 YCTAaHOBKE, HACTPOHMKE H
00CITy’)KUBaHHIO TPOTPAMMHBIX,
MpOorpaMMHO-aNmapaTHeIX (B
TOM 4Hcie Kpunrorpadude-
CKHX) M TEXHUYECKUX CPEJICTB
3alIUThl HHPOpMAIHN

[K-1.1

3HaeT NOPSAIOK YCTAHOBKH, HACTPOUKHU U
oOCITyXKMBaHHUS TPOTPAMMHOTO obecrie-
YCHHsA, CHUCTEM YIIPABJICHUA Gazamu
JIAHHBIX, CPEJCTB JIIEKTPOHHOTO JOKY-
MEHTOO0O0POTa M CPEACTB 3allUTHl WH-
dbopmanumn

3HaTh: OPUHOMIBI  pabOTHI
MIPOrPaMMHBIX  CPEACTB  CH-
CTEMHOIO, MPHUKIAJHOIO H
CIEHUAIIEHOTO Ha3Ha4YeHHUs,
WHCTPYMEHTAJIBHBIX CPEJICTB.

I1IK-1.2

YMeeT ycTaHaBIMBATH MPOTPaAMMHOE
obecrieyeHre B COOTBETCTBUU C TEXHU-
YECKOM JIOKyMEHTalluei, BbIIOIHATD
HAaCTPOMKY MapaMeTpoB pabOTHI Tpo-
rPaMMHOTO OO€CIIeYeHHs, BKIIOYasl CH-
CTeMBbl yTpaBJIeHUs 0a3aMul NaHHBIX |
CpelcTBa JJIEKTPOHHOTO JIOKYMEHTO-
o0opoTa, (hopMyIUpOBaTh MpaBuiIa 0e3-
ONAaCHOM AKCILTYyaTaluH

YMeThb: BBIOMpATh, YCTaHABIIH-
BaTb M HACTPauBaTb CPEJCTBA
CHUCTEMHOIO, NPUKIAJHOIO U
CIIEIMAJIbHOTO HA3HAYEHMUSI.

IK-1.3

Bnaz[eeT HaBbIKaMM 110 YCTaHOBKE,
HACTPOWKE ¥ OOCIYXHBAHHIO MPO-
IPaMMHOTO 00eCIeUeHHsI, MPOrPaMMHO-
amnmnapaTHblX W TEXHUYCCKUX CpPCIACTB
3anUThl UHHOPMAIMH C COOJIOICHUEM
TpeOOBaHHIA 1O 3aIUTEe HHPOPMAITUH

Bnangets: HaBbIKaMHM HACTpOMi-
KM W OSKCIUIyaTalldd HHCTPY-
MEHTAJIEHBIE CPEICTBA, S3BIKU
U CHUCTEMBI MPOrpaMMHUPOBA-
HUS U pelIeHus Ipodeccro-
HaJIBHBIX 3a7a4 ¢ COOJIIOJCHH-
eM TpeOoBaHWU TO 3aluTe
nH(pOpMAIIH.

[K-3

CriocobeH ynpaBisiTh 3alIUTOR
MHQOpPMAaLMK B aBTOMATH3HPO-
BaHHBIX CHCTEMax

IK-3.1

3HaeT OCHOBHBIE METOABI YIPaBICHHUS
3amMTol WHGpOpPMaUK, UHPOPMAOH-
HbIE pecypchl aBTOMAaTH3HPOBAaHHBIX
CHCTEM, MOJIEXKAIINEe 3aIUTe; OCHOB-
HBIE Yrpo3bl Oe3omacHOCTH HH(pOpMa-
UM, MOJETH HApYIIUTEIs] B aBTOMATH-
3MPOBAHHBIX CHCTEMAxX

3HaTh: OCHOBHBIE  METOIBI
yHOpaBleHus 3aliuToll uHpOp-
Malu, UHPOPMAIOHHBIE pe-
cypcel u 0a30BOM  MoOpeNH
Hapymutenss ®CTOK PO




IK-3.2

YmMeeT pa3pabareiBaTh IPEIOKESHUS 110
COBEPIICHCTBOBAHUIO CUCTEMBI YIIpaB-
JICHHS 3aIUTHl UHPOpMAIMK aBTOMATH-
3UPOBAHHBIX CHCTEM; KIIACCH(UIIMPO-
BaTh U OIICHUBATH YTPO3bI 0€30MAaCHOCTH
nHpOpMAaIUK; OIECHUBATh WH(OpPMAITH-
OHHBIC PHCKH B aBTOMATH3WPOBAHHBIX
CUCTEeMax

YmeTs: KJIacCU(HUIIUPOBATD
yrpo3bl, pa3pabaTbiBaTh TEXHU-
YeCKHE TPEUIOKEHUS II0 CO-
BEPIICHCTBOBAHUIO  CHUCTEMBI
yIpaBleHHUs 3allUThl HUHGOP-
Maluy  aBTOMAaTHU3UPOBAHHBIX
CHCTEM, IIPOBOAUTH AayIUT C
LEJIBIO OLIEHKH PUCKOB

IK-3.3

Brnanmeer HaBBIKAMHU COCTaBIICHHS KOM-
IUICKCa TPaBWI, TPOIEIYp, NMPaKTHYC-
CKUX MPHEMOB, MPHUHIUIIOB U METOJIOB,
CpeIcTB obOecTeueHnsT 3amuThl HHDOP-
MAaIH B aBTOMAaTU3UPOBAHHOM CHCTEME

Brnanets: HaBbIKaMu 1o paspa-
00TKe OpraHU3aIMOHHO-
TEXHUYECKUX [0 3alIUTC WH-
dbopMaruu, MpUEMbl W IPHH-
nunsl B cooTBeTcTBUEe ¢ ECKJI,
ECIIA u apyrumMu HOpMaTHB-
HO-TIPABOBBIMH JJOKYMCHTaMHU

1.3. MecTo AuCHHMILINHBI B CTPYKTYpPe OCHOBHOI1 00pa3oBaTe/IbHOIi IPOrpaMMbl

Jucnuniuna «be3onacHoCcTh MPOrpaMMHOTO 00ECIIEUYEHUs aBTOMATHU3UPOBAHHBIX CUCTEM) OT-
HOCHUTCS K 4YacTH, (popMHUpyeMOl ydacTHUKaMU OOpa30BATEIIbHBIX OTHOIICHHH OJIOKA JUCIUTUINH

yueOHOro IJIaHa.

I[JISI OCBOCHUS AUCHUIIINHBI HGO6XOI[I/IMI>I KOMIICTCHIIUU, C(l)OpMI/IpOBaHHBIe B XOJAC HM3YUYCHUA
CIeAyromux AUCHUILIINH: ((TeOpI/IH BepOHTHOCTeﬁ U MaTr€MaTndcCKas CTaTUuCTHUKa», «HHCKPCTH&X

MarcéMaTHukKay, «TexHomorus u MCTOJbI ITPOrpaMMHUPOBAHUS).

B PE3YIbTAaTC OCBOCHUA NUCIUIIIINHBI (I)OpMI/IPYIOTCH KOMIICTCHII WU, HeO6XOI[I/IMLIC IJIsL U3y4ce-
HUA CICAYIOUX JUCHUIIIMH W IMPOXOKACHUA NPAKTUK! «be3onacHoCTh KPUTUYCCKN BAXKXHBIX CHU-
CTCEMD, <<3aH_[I/ITa I/IH(I)OpMaLII/II/I OT BpCAOHOCHOTO IIPpOTrpaMMHOI'O 06eCHequH}I>>, «Hpe)lI[I/IHJ'IOMHaH

IIPaKTHKA».

2. CTpyKTYpa IMCUMILTUHBI

OO01mast TpyA0€MKOCTh JTUCIUTIINHBI COCTaBISACT 3 3aueTHbIC enHUIb], 108 yacoB

CTpyKTypa TUCHUIJIMHBI JAJIs1 04HOI (pOpMBbI 00yUeHHsI

O06beM AUCIUIUINHBI B (hopMe KOHTAKTHOM paboThl 00y4aromuXxcsl ¢ MearornaeckuMu padboT-
HUKaMU U (UJIM) JIMLIaMH, [IPUBJIEKAEMBbIMU K peaju3aliu 0O0pa3oBaTeNbHON MPOrpaMMbl HA MHBIX

YCIIOBUSX, TP IPOBEACHUY YUEOHbBIX 3aHATHIMA:

Cemectp | Tum yueOHBIX 3aHATHIA KommuecTBo
4acoB
6 Jlexuu 24
6 JlaGopaTopHble pabOTHI 36
Bcero: 60

OO0beM MUCIHIIIHHEI B (pOpMe caMOCTOSTELHON pabOThl 00yJarOImUXCst cocTaBisier 48

aAKaICMHUYCCKUX YaCOB.

3. Coaep:xkanue JUCHUNINHBI

Ne HaumeHnoBanue pasaejga 1ucum- Cozlepmalme
IIMHBI

1 Beenenue B Teopuio u npaktuky | [IpoGiema 3ammter mporpamMMHOTo o0ecredeHuns: aBToMa-
3alUTHI MPOrPaAaMMHOT0 obecnie- | Tu3npoBaHHBIX cucteM. OOBEKTH 3aUThl. CHCTEMHOE U




6

YCHUSA

obmrecucTeMHOe MporpaMMHoe obecnieueHue. Crienuanb-
HOe nporpaMmmMHoe obecnieuenue. [IpuknagHoe mpo-
rpaMMHOe oOecrieueHue. SI3bIKK, CUCTEMBI B 000JIOUKH
MPOTPaMMHUPOBAHNS, HHCTPYMEHTAIBHBIC CPEJICTBA aBTO-
MaTHU3aI[UH MPOTrPaMMHUPOBAHUS.

3amuTa nporpaMMHOro 00eCreuYeHusl KaKk CUCTeMa Hay4-
HBIX TUCIUTUIAH. YTPO3bl 0€30MaCHOCTH MPOrPAMMHOTO
obecrieyenus. [IpuHsaTast akCHOMATHKA U TEPMUHOJIOTHSL.
JKu3HEHHBIN UK IPOrPaMMHOTO 00ECTIeYeHUsT aBTOMA-
TU3WPOBAHHBIX CUCTeM. TEeXHOIOTHUECKas U IKCILTyaTa-
[IHOHHAs 0€30TacHOCTh MMPOTrPAMMHOTO O0CCTICUCHHS.
Mogenu yrpo3 6€301acHOCTH IIPOTpaMMHOI0 obecrieye-
Hus. OCHOBHBIC TIPUHIIUIIBI 00eCTICUeHUsT 0€30ITaCHOCTH
TIPOTPAMMHOTO 00ECTICUCHIS

OCHOBHbBIE I0JIOJKEHHUS, TIOHATHS
U Ompe/iesieHUs, HCI0JIb3yeMble
MPHU 3al[UTEe NPOrPaMMHOI0
odecneueHus

ba3oBrie HayuHBIE TOJIOKEHNS M1 OCHOBAHUS TEOPUH 3a-
UIUTHI TporpaMM. OCHOBBI TEOPUU aJITOPUT-

MOB. DJIEMEHTHI TEOPHUH CI0KHOCTH BBIYUCICHUN. Diie-
MeHTbI kpunronoruy. KonpuaeHmaabHble BEIYUCICHUS

MeToabl o0ecrieueHUs TEXHOJI0-
TMYeCKOM M IKCILIyATAIlMOHHOM
0€e30MacHOCTH MPOTrPAMMHOI0
odecreueHus

MeTop! aHaM3a 6€30MMaCHOCTH MPOTPAMMHOTO obecrie-
YyeHusi. MeToabl HICHTU(QHUKALIMY IPOTPaMM U UX Xapak-
TEPUCTUK. METO/IbI 3aIMTHI IIPOIPAMM OT KOMIIBIOTEP-
HBIX BUPYCOB. METO/IbI 3alIUTHI IIPOrPaMM OT HCCIIE/I0Ba-
Hus. O6¢dyckanus nporpamm. MeToisl U cpeacTBa obec-
MEUYCHUS LEJIOCTHOCTH U IOCTOBEPHOCTHU UCIIOIB3yEeMOT0
MPOrPaMMHOT0 Koz1a. MeTOobI 3alUTHI IPOTrpaMM OT He-
CaHKIIMOHUPOBAHHOTO KOTIMPOBAHHS.

Co3anue 3aUIMIICHHBIX OIEPallMOHHBIX cUcTeM. Hc-
M0JIb30BaHue mporpamMmel PGP.

Cpeacrsa u cCUCTEMbI 3a1MTHI
NMPOrPaMMHOr0 ofecneyeHust

CpencTBa U CHCTEMbI TECTUPOBAHUS IPOTPAMMHOTO
obecreyeHust MPH UCTIBITAHUSIX er0 Ha TEXHOJIOTHUECKYIO
0€30MacHOCTb.

CpeicTBa U KOMILICKCHI 3allUThI POTPaMM OT KOMITbIO-
TepHBIX BUpycoB. Ob6¢yckaTopsl mporpamm. CpencTaa
oOecrieueHust [eJIOCTHOCTH U IOCTOBEPHOCTU UCTIOJIb3Ye-
MOTO MPOrpaMMHOTO Kojia. CpeicTBa 3alUThl POrpaMM
OT HECAaHKIHOHHUPOBAHHOTO KOMTUPOBAHUSI.
OrnepalvOHHbIC CHCTEMBI B 3allIMIIICHHOM UCITOJHEHHUU.
Hcnons3oBanue nporpammel TrueCrypt

HccaenoBanue NnporpaMMHOro
o0ecrneyeHNs HA peIMeT OTCYT-
CTBHS HeJeKJIAPUPOBAHHBIX
BO3MOKHOCTEM

IToaroroBka K HCCIIENOBAHHIO MPOrPAMMHOTO obecrede-
HUS Ha NPEIMET OTCYTCTBHS HEJCKIapHUPOBAHHBIX BO3-
MoxHOCTe. KOHTposs 1 (uKcanust HCXOAHOTO COCTOSI-
HUSI IPOrPAMMHOT0 00eCTIeYeHUsI.

OTeyecTBeHHbIE HOPMATHBHBIE
aKThI, perjiaMeHTHpYIoIHe 1es-
TeJIbHOCTH B 00J1aCTH 3a1UTHI
MPOrpaMMHOro odecneyeHus

®denepanbhbiii 3ak0oH «O0 nHbOpPMAIUK, HHPOPMAIMOH-
HBIX TEXHOJIOTHSIX M O 3ammure uHpopmanum». [OCT P
NCO/MBK 12207-2010. TOCT P UCO/MBK 15408-
2013. TOCT P M3K 61508-2012.

PykoBogsammit nokyment ®CTOK Poccun. 3ammra ot
HECaHKIMOHUPOBAHHOTO JOCTyna K mHpopMmauuu. YacTsb
1. IIporpammHOe obecrieueHUE CPEACTB 3aAIUTHl HHPOP-
manmu. Knaccudukanus mo ypoBHIO KOHTPOJS HEAEKIIa-
PUPOBAaHHBIX BO3MOKHOCTEH.

4. Obpa3oBaTejibHbIE TEXHOJIOTHH

Ne
n/n

HaumeHnoBanmne TeMbl Bunsbl yueOHbIX 3aHsiTHI  |OOpa3oBaTebHbIE TEXHOJIOTHH




1 |2

3

4

1 |BBenecHue
B TCOPHUIO U MPAKTUKY 3alUTHI
MPOrPaMMHOTO 00eCTICUEeHUS

Jlexmusg 1

CamocTosTeapHas pa60Ta

TpaaunroHHas ¢ UCTIOJIB30BAHUEM TIpe-
3eHTaln’

I/I3yquHe MaTcpuajioB HGKIII/Iﬁ

2  |OcCHOBHBIE TIOJIOKEHMS, IOHS-
THS B OTIPEIICTICHUS, HCTIOh-
3yeMBbIE MU 3aIUTe IPO-
IpaMMHOT0 00€CIIeUCHHUS

Jlexmus 2.1
Jlexmus 2.2

CamocTosTeapHas pa60Ta

Jlexuus-nuckyccus
TpagunoHnHast

I/I3yquHe MaTcpuajioB J'IGKHI/II\/'I

3 |Metonpl oOecieYeHUs TEXHO-
JIOTHYECKOM

U KCIUTyaTaluoHHOH 0e3-
OTACHOCTH MPOTrPaMMHOT0O
obecneyeHus

Jlexmus 3.1
Jlexmus 3.2

Jlaboparophas pabora 1.

CamocTosTeapHas pa60Ta

Jlexuus-nuckyccus
TpaguinoHHast

BeimonHeHue 3a1aHus B BUPTYaIbHOM
mamuae CentOS 7.

N3yuenune maTepuanoB JEKLMMI, TOKIAIbI

4 |Cpexnctea U CUCTEMBI 3aIllUThHI
MIPOrPaMMHOT0 00eCIIeUeHUS

Jlexmusg 4.1
Jlexmus 4.2

JlaboparopHas pabora 2.

CamocrosTenpHast padoTta

[IpobGiieMHas ekuus
TpaauioHHast ¢ KCIOIB30BAHUEM TIpe-
3eHTalUN

BrinonHenue 3aaHus B BUPTyaIbHOMN
marmmae CentOS 7. M3yueHne MaTepranos
JIEKIAH

W3ydenune maTepuanoB JEKLUMM, TOKIAIbl

5 |HccaemoBanue mporpaMMHOTO
obecriedeHus Ha MPeIMeET OT-
CYTCTBHS HEJCKJIapHPOBaH-
HBIX BO3MOKHOCTEHN

Jlexmus 5.1
Jleximg 5.2
Jlexumsg 5.3

JlaboparopHas padora 3.

CamocrosTenbHast paboTa

Jlektus ¢ pazdopom
KOHKPETHBIX CHUTYyalui
TpaguuronHas

BrinosiHeHue 3ajjaHus B BUPTyaibHOM
mammae CentOS 7.

N3yyeHue MaTeprasoB JIEKIUI

6 |OreuecTBeHHBIE HOPMATHBHBIC
aKTbI, PErIIaMEHTHPYIOIINE
JeSITENLHOCTL B 00JIaCTH 3a-
LIUTHI TPOTPAMMHOTO oOecrie-
YeHUS

Jlexiug 6.1
Jlexiug 6.2

Jlaboparophas pabota 4

CamocrosTensHast paboTta

Jlexnus-nmuckyccust

BelnonHeHnye 3a1aHus B BUPTyaJIbHOM
mamune CentOS 7.
N3yuenune maTepuanoB JEKIHM, TOKIAIbl

5. OueHka nIaHupyeMbIX pe3yJIbTATOB 00y4eHH s

5.1. CucTeMa oeHUBAHUSA

DopmMa KOHTPOJIS

Makc. KOJIH4ecTBO 0aJIJI0B

3a ogny padory Bcero
Texkymuii KOHTPOJb:
- JIOKJIa]] 5 6annos 30 6ayioB
- Y4acTHE B IUCKYCCUHU HA 3aHATHU 5 6amoB 10 6amioB
- maboparopHasi pabora (Tembl 3-4) 10 6aytoB 10 6annos
- maboparopHas pabora (Tema 5-6) 10 6amioB 10 6amioB
IIpoMexyTouHas arTecTanys - 3a4eT 40 6annoB
(TecTupoBaHue)
HToro 3a cemectp 100 GasuioB

[lepeueHs KOMIETEHLINU C YKa3aHHEM 3TanoB UX (OPMUPOBAHHUS B MTPOLIECCE OCBOCHUS TUCIUTLIHU-
HBI [IPE/ICTABIISIETCS B BUIE TAOUIIBI:




8

Ne [ KonTposmpyemsblie pazge- | Kox konTposnupyemoii kom- | HanmeHnoBaHue one-
n/m | Japl JMCHUILIMHBI

NeTCHINH HOYHOI'O Cpeacrea

1. Temer 1 — 6

IIK-1.3; ITIK-1.2; ITIK-1.1; ITIK- [ Onpoc
3.3, I1K-3,2, T1K-3.1

2. Jlabopatopusbie 3ansatus 1 — | I[1K-1.3; T1IK-1.2; TTK-1.1; TIK- | Otuer
4

3.3, 11K-3,2, T1K-3.1

[Tomy4yeHHBIN COBOKYIHBIN pe3ysbTaT KOHBEPTUPYETCS B TPAJAULIMOHHYIO IIKATy OLIEHOK U B LKAy
ornieHOK EBpormelickoil cucteMbl mepeHoca W HakorieHus kKpeautoB (European Credit Transfer
System; nanee — ECTS) B COOTBETCTBUM C TaOJIUIICH:

100-6annpHast mkana | TpaguuuoHHas IIKaga kana ECTS
gg : 320 OTJINYHO g

68 — 82 XOpOIIIO 3a4TEHO C

gg : gg YIOBJICTBOPHTEILHO [E)

(230__139 HEYIOBJIETBOPUTEIHEHO HE 3a4TCHO IEX

5.2.KpnTepIm BBICTABJICHHUA OLICHKHU MO JUCHUIIIMHE

Banasl/
HIxana
ECTS

Ouenka o
JUCIHUILINHE

KpuTtepuu oueHKH pe3yJibTaTOB 00y4eHHUs M0 JUCHUIIIMHE

100-83/
AB

3a4TCHO

BericTaBisieTcst 00y4aromeMycsi, €CJId OH TIIyOOKO U MPOYHO YCBOMII TEOPETHUCCKU U
MPAKTUUECKUA MaTepHal, MOXKET MPOJEMOHCTPUPOBATH 3TO HA 3aHATHUAX U B XOJI€
IIPOMEXYTOUHOM aTTECTALUHU.

OO0yyaromuiics UCYEPIIBIBAIOIIE U JIOTHUECKHU CTPOHHO M3JlaraeT yueOHbIA MaTepual,
YMEET YBS3bIBATh TCOPHIO C MPAKTHKOMN, CIIPABIISICTCS C PEIICHHEM 3a1a4 mpodeccrHo-
HAJILHOW HAMPaBJICHHOCTH BBICOKOTO YPOBHS CII0KHOCTH, MTPABUIBHO 00OCHOBBIBAET
MIPUHSATHIE PELIEHMUSL.

CB00OIHO OpUEHTHpPYETCSA B yueOHOM U Tpo(ecCHOHANBHON IUTepaType.

Or1eHKa IO AWCIUTUTAHE BBICTABILIIOTCS 00YJarOIIEMyCsl C YIETOM Pe3yIbTaTOB TEKY-
el U IPOMEXYTOUYHOM aTTeCTalUH.

Komnerenmyn, 3aKperuIéHHBIC 32 TUCIUIUTHHONW, COPMHUPOBAHBI HA YPOBHE — «BBICO-
KW,

82-68/

3a4TCHO

BricTaBnseTcss 00yJaromeMycsi, €CITH OH 3HACT TEOPETUICCKUHN U MPAKTHISCKUN MaTe-
puai, TpaMOTHO | 1O CYIIECTBY M3JIaraeT ero Ha 3aHITHIX U B X0/1€ TPOMEXYTOUHOH
aTTecTalnu, He JIOMyCKasl CyIeCTBEHHBIX HETOYHOCTEH.

OO0yyJaromuiics MPaBUIIBHO PUMEHSET TEOPETUIECKUE TIOJIOKEHUS TIPU PEIICHUN
MPaKTUIECKHUX 3a71a4 MPpodeccnoHaTLHON HAIIPABICHHOCTH PA3HOTO YPOBHSI CJIOKHO-
CTH, BIIaiceT HEOOXOIUMBIMH JJIsI TOT'O HABBIKAMU U MMPUEMaMHU.

JlocTaTovHO XOPOIIO OPUEHTUPYETCS B yUeOHOM U MPO(ecCHOHATBHOM JINTepaType.
Or1ieHKa IO AUCIUILTAHE BBICTABILIIOTCS 00yJaroIIeMycsl C YIETOM Pe3yIbTaTOB TEKY-
el U MPOMEXYTOUHOM aTTeCTallH.

Komnereniyu, 3aKperuiéHHbIC 32 TUCIMIUTHHOW, CPOPMHUPOBAHBI HA YPOBHE — «XOPO-
LY.

67-50/
D,E

3a4TCHO

BricraBnsercst oOy4aroiemycsi, €Clii OH 3HaeT Ha 0a30BOM ypOBHE TEOPETHUECKUH 1
MIPaKTHYECKUI MaTepHal, IOMyCKaeT OTAEIbHBIC OIINOKHU IIPH €T0 U3JI0KEHNH Ha 3a-
HATHSIX U B X0/I€ IPOMEKYTOYHON aTTeCTAIlNH.

OO0yuarommiics NCIBITHIBAET ONIPEeNEHHbIEC 3aTPYAHEHHUS B IPUMEHEHUN TeOpeTHYe-
CKUX TIOJIOKECHUH MPH PEeICHUH MPAaKTHIECKUX 3a7ad IpodeccHoHaIFHON HallpaBIieH-
HOCTH CTAHJApPTHOTO YPOBHS CII0KHOCTH, BJIa/IeeT HEOOXOAMMBIMH IS 3TOT0 6a30-
BBIMH HaBBIKAMH M TPUEMAMH.

JleMOHCTpHPYET AOCTATOUHBIN yPOBEHb 3HAHMS YU€OHOH JINTEPATYPHI [0 AUCIIUILUINHE.
OueHKa 110 AMCUMILUIMHE BBICTABIISIOTCS 00yYaroneMycsi ¢ y4éTOM pe3ysibTaToB TEKY-
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Bamasl/ | Ouenka nmo KpuTepuu olileHKH pe3yJIbTATOB 00y4eHHs MO JUCHHUILINHE
HIkana | gucuunInHe

ECTS
LIECH U IPOMEKYTOUYHOH aTTECTaLUU.
KomnereHnuu, 3akperuiéHHbIe 3a TUCHUIITMHON, COPMUPOBAHBI HA YPOBHE — «JIOCTA-
TOYHBII.
49-0/ HE 3aUTEHO BricTaBiseTcss 00yJaromemMycsi, e OH He 3HaeT Ha 0a30BOM yPOBHE TEOPETHUCCKUIT
F,FX 1 TIPaKTHYECKUI MaTepHuall, IOIycKaeT IpyOble OIMIMOKH TIPH €ro M3JI0KEHNH Ha 3aHS-

THAX U B XOJI€ MPOMEXKYTOUHOM aTTECTALUH.

OOyuaromuiics UCIBITHIBAET CEPhE3HBIC 3aTPYAHEHNA B IPUMEHEHUU TEOPETUUESCKUX
HOJIOAKEHHUH NIPU PEeLIeHUH IPaKTUUECKUX 3aa4 Ipo(decCHOHATBHON HAIPaBIEHHOCTH
CTaHJApPTHOT'O YPOBHS CJIOAKHOCTH, HE BIIaJieeT HEOOXOIUMBIMH /I 3TOr0 HABBIKAMH U
IIpUEMaMH.

JeMoHcTpHpyeT pparMeHTapHbIe 3HAHUS y4eOHOH IUTepaTyphl 0 AUCHUIIIMHE.
OneHka [0 AUCLIUIUIMHE BBICTABIAIOTCSA 00yJaroIeMycs ¢ Y4€TOM pe3yJIbTaTOB TeKy-
e U TPOMEXKYTOUHOM aTTECTAIUH.

KommnereHnnm Ha ypoBHE «I0CTAaTOUHBIIY, 3aKPETUIEHHbIE 33 TUCLIUILIHHON, He cdop-
MUPOBaHBIL.

5.3. Ouenounsble cpeAcTBa (MAaTEPHAJIbI) AJIs1 TEKYLIEr0 KOHTPOJIS YCIIeBaeMOCTH, TPoMe-

)KyTO‘lHOifI aTrTeCTaliumn oﬁyqamnmxcﬂ no JTUCHUIIJIMHE

Ilpumepnsle sonpocel u 3a0anus 0111 NPAKMUYECKUX 3A0AHUTL - NPOBEPKA CHOPMUPOBAH-
nocmu komnemenyuu OIIK-4.2, [1K-1,11K-3

KoHTpoJibHBIE BONPOCHI H 3a1aHUS Peasinzyemble KOMIIETEHIIHH

1.Hambomnee BeposTHBIE 00bekT Bozaeiicteus B AC? aitre | [1K-1.3; 1TK-1.2; TIK-1.1; TIK-
onpeaencHus «3amuiieHHocTH [10 AC» u «ypoBHs Oe3omacHoctu [10». | 3.3, I1K-3,2, [1K-3.1
TexHoMOrMYecKas ¥ YKCIUTyaTannoHHas 6e3omacHocTh [10.

2. O0bekThl 3ammThel. CuctemHoe u obOmecuctemuoe [10. T1O | TIK-1.3; T1K-1.2; I1IK-1.1; TTK-
npoMexxytouHoro ciosi. CneunuanbHoe wu  npukinaanoe [10. S3eikm, | 3.3, [1K-3,2, [1K-3.1
CUCTEeMBI W OOOJIOYKM TIPOTPaMMHMPOBAHMS. 3allldTa MPOTPAMMHOI0
00ECTeYCHUS KaK CUCTeMa HAYYHBIX JUCIUTUTHH.

3. VYrpozet u wmogenu yrpo3 OesomacHoctn I10. Ocnosuble | [IK-1.3; TIK-1.2; TIK-1.1; TIK-
MPUHIMITEL 00ecTiedeHus1 0€30MacCHOCTH MPOTrPaMMHOT0 00ecrieYeHusl. 3.3, 11K-3,2, [IK-3.1

4. Monenu BeruucieHuit: Mamuua Teropunra, mammHa Ilocta, | TTK-1.3; TIK-1.2; T1K-1.1;
RAM-mammna, PACII-mammHa u ux pasHoBuaHocTu. Cxembl. Byneswl
cxeMbl. IIporieccopsl 1 ceTH MpoLecCcopoB.

5. CumBon O-6omnbiioe u Omera-6onbioe. Berauciumeie ynkiuu | [1K-1.1; [TK-3.3, T1K-3,2, TTK-
W paspemumblie npeaukarThl. CIOKHOCTh W KIAcChl BblumcieHuid. | 3.1
OpnocroponHue ¢yHKIMH W (QYHKIUH C cekpeToM. llceBmociydaiinbie
TE€HEePATOPBI.

6. KpunrocucreMbl ¢ CeKpeTHbIM U OTKpBITHIM KirouoM. Cxemsr | TTK-1.3; [TIK-1.2; TIK-1.1
MIeKTpoHHON mnoamucu. Cxemsl XommpoBaHHs. CXeMBl MOCTPOEHUS
TNICEBJIOCTYYalHBIX TeHepaTopoB. CXeMbl BEPOATHOCTHOIO MIM(POBAHUS.
KondueHnuanbHbie BEIYHCICHUS.

7. MeToapl aHaim3a Oe3omacHOCTH mporpammHoro odecrneuenus. | [1K-1.3; [TK-1.2; TTK-1.1; ITK-

KontponbHo-ucnbITaTENbHBIE METO/IbI aHajan3a 6e3omacHoctH | 3.3, I1K-3,2, T1K-3.1
mporpaMMHOro obOecriedeHus. JIOrMKO-aHAIUTHYECKHE METOIBI KOHTPOIIS

Oe3omacHOCTH porpamm. CpaBHeHHE JIOTUKO-aHATTUTHIECKIX

U KOHTPOJIbHO-UCIIBITATEbHBIX METOJIOB aHam3a 0e30macHOCTH

MIpOrpamm.

8. MeToasl  3amuThl  pa3padaThbiBAEMbIX porpamMm ot | I[IK-1.3; TIK-1.2; T1K-1.1; TTK-
aBTOMATHYECKON TeHepalumi WHCTpyMeHTanbHbIMU cpeactBamu [ICCUB. | 3.3, T1K-3,2, [1K-3.1
Crioco6s1 BHeapenus: [ICCHUB nmocpencTBoM MHCTPYMEHTAIbHBIX CPENCTB.
Bo3moxHBIE METOABI 3aIMTBI MPOrpaMM OT MOTEHIMAIBHO OMACHBIX
MHCTPYMEHTAJIBHBIX CPEJICTB.
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I1K-1.3; I1K-1.2; TIK-1.1; TIK-
3.3, 11K-3,2, [IK-3.1

9. Metonsl uAEHTHOUKALUHM TPOTPaMM M HUX XapaKTCPUCTHK.
Wnentudukanus mporpaMm Mo BHYTPEHHHUM XapakTepucTHkam. CrocoObl
OLICHKM TOAO0OHS LENeBOW W HCCIeAyeMOW NpOorpaMM C TOYKH 3pEHHs
HaJIMYUS IPOrPAaMMHBIX 1€(EKTOB.

10. MCTOI[I)I 3alIUThl MpOorpamMm OT KOMIBIOTCPHBIX BHUPYCOB.
O6HIa$I XapaKTCpUCTKa U KJ'IaCCI/I(bI/IKaHI/IH KOMIIBIOTCPHBIX BHPYCOB.

TIK-1.3; TIK-1.2; TIK-1.1; TIK-
3.3, TIK-3,2, IK-3.1

OO0mas xapakTEepHCTHKa CPEACTB HEUTpaM3aIlliil  KOMITBIOTEPHBIX
BrpycoB. Kiaccudukarmsi MEeTo10B 3aIlUThl OT KOMITBIOTEPHBIX BUPYCOB.

11. Metoast 3aIUATHL IporpamMmm ot | [IK-1.3; T1K-1.2; TIK-1.1; T1K-
uccienopanus. Kimaccugukanus — cpeiactB  uccinemoBanus — nporpamum. | 3.3, [1K-3,2, [1K-3.1

Croco0pI 3amuThl TIpOrpaMM OT HccienoBaHus. CrocoObl BCTpawBaHHS
3aIIMTHBIX MEXaHHW3MOB B TMporpaMMmHoe obOecreuerne. OO0Qyckanus
porpamm.

I1K-1.3; T1K-1.2; TIK-1.1; TIK-
3.3, [IK-3,2, [1K-3.1

12. Metoasl W cpeactBa  oOecleYeHHS
JIOCTOBEPHOCTH HMCIOJIb3yEMOT'0 IIPOTPAMMHOTO KOJIa.

OCIOCTHOCTH n

TIK-1.3; TIK-1.2; TIK-1.1; TIK-
3.3, TIK-3,2, TIK-3.1

13. Meroapl 3alUTBEl MPOrpaMM OT HECAHKIIMOHWPOBAHHOTO
konupoBaHus. Kpunrorpaduyeckne MeTOAbl 3alIUTBI OT KOIMHPOBAaHUSL.
Meron NpHUBS3KH K UIECHTU(PHUKATOPY. MeTo/bl, OCHOBaHHEIE Ha paboTe ¢
nepexogaMu M CTEKOM. MaHUIYISIUH C KOAOM IporpamMMbl. MeTost
MPOTHUBOJIECHCTBUS AMHAMHYECKHM CIIOCO0aM CHATHSI 3alIUThHI IPOTPaMM OT
KOTIIMPOBAHMI.

14. Cozmanue 3aluIIeHHBIX ONEPAMOHHBIX CUCTEM. I1K-1.3; I[IK-1.2; TIK-1.1; TIK-

3.3, [IK-3,2, I1K-3.1

15. HamGonee BeposTHbIi 00BeKT Bo3aevicTBusi B AC? Jlaiite
onpeneneHus «3amumieHHOCTH [10 AC» u «yposus O6e3omacHocTH 10,
TexHoMOTMYECKas M YKCIUTyaTannoHHas Oe3omacHocTh [10.

TIK-1.3; TIK-1.2; TIK-1.1; 1K~
3.3, TIK-3,2, TTK-3.1

Ilpumepnvie memovt  00K1A008,

cpopmuposannocmu komnemenyuu [1K-1,1TK-3

eonpocoeé

oA mecmupo8aHus - NposepKa

TeMbl 10KJIa10B

PeaﬂmyeMlﬂe KOMIECTCHIIMA

[Ipobnema 3amuTBl MPOTPAMMHOTO OOecIIeUeHUs
ABTOMATU3UPOBAHHBLIX CUCTEM.

TIK-1.3; TIK-1.2; TIK-1.1; TIK-3.3, TIK-3,2, [TK-3.1

2. 3aH_II/ITa IpoOrpaMMHOI0O o0OecrieueHUs KakK CH-
CTCMaA HAYYHbIX OVCHMUIIJINH.

[K-1.3; T1K-1.2; TIK-1.1; TIK-3.3, T1K-3,2, [IK-3.1

3. Yrpo3sl 0e30MacHOCTH MPOrpaMMHOI0 obecrie-
YCHUS.

TIK-1.3; TIK-1.2; TIK-1.1; TIK-3.3, TIK-3,2, [TK-3.1

4. TexHomormyeckas u OKCIUTyaTallUOHHAA 0e3-
OINNACHOCTb NPOTrpaMMHOTI'O obOecrieueHusl.

[1K-1.3; T1K-1.2; TIK-1.1; TIK-3.3, T1K-3,2, [IK-3.1

5. Monenu yrpo3 0€30MacHOCTH NPOrPaMMHOTO
obecneueHus.

TIK-1.3; TIK-1.2; TIK-1.1; TIK-3.3, TIK-3,2, [TK-3.1

6. OcHOBHBIE IPUHLIMIIBI 00ecTieueHus1 0e30macHo-
CTH IPOTPaMMHOT'0 00€CIIeUeHHS.

[K-1.3; TIK-1.2; TIK-1.1

7. Metoapl aHanu3a 0€30IaCHOCTH MTPOrPaMMHOIO
obecnieueHus.

MK-1.3; TIK-1.2; TIK-1.1; TIK-3.3, TIK-3 2, TIK-3.1

8. MeTo/bl 3aIuUThl pa3pabaThIBAEMbBIX HPOTrPaMM
OT aBTOMAaTHUYECKON TreHepaluyl HHCTPYMEHTAIbHBIMU
cpeacrBamu [ICCHB.

[1K-1.3; T1K-1.2; TIK-1.1; TIK-3.3, T1K-3,2, [IK-3.1

9. Metozpl waeHTH(GUKAUKA MPOTpaMM H WX Xa-
PAKTEPUCTHUK.

MK-1.3; TIK-1.2; TIK-1.1; TIK-3.3, TIK-3,2, TIK-3.1

10. Meroapl 3amMTBl OPOrpaMM OT KOMIIBIOTEP-
HBIX BUPYCOB.

[K-1.3; T1K-1.2; TIK-1.1; TIK-3.3, T1K-3,2, [IK-3.1

11. MeTozp! 3amUThI MPOTPaMM OT UCCIICTOBAHHUS.

MK-1.3; TIK-1.2; TIK-1.1; TIK-3.3, TIK-3,2, TIK-3.1

12. O6dyckamus mporpamm.

IK-1.3; IIK-1.2; ITK-1.1; I1K-3.3, T1K-3,2, TIK-3.1

13. MeToasl U CpeacTBa 0OECIEeUYCHHS LEI0CTHO-

IK-1.3; IIK-1.2; ITK-1.1; I1K-3.3, T1K-3,2, TIK-3.1
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CTH WU JOCTOBEPHOCTH HCIOIB3YEMOTO MPOTPAMMHOTO
KOJa.

14. Meroas! 3amuThl porpamMm ot Hecankiuonu- | [1K-1.3; I1K-1.2; I[TK-1.1; 1K-3.3, T1K-3,2, [1K-3.1

POBAHHOI'O KOIIMPOBAHUA

Ilpumepnsie 3a0anus 0na mecmuposanus - nNPpoepKa cPHOPMUpOBaAHHOCMU KOMNEMeHYUU
1IK-1,11K-3

1. CCHUB - 3r1o0:

a) cpedcmea CKkpvimo20 UHGOPMAYUOHHO20 8030CUCMEUS
0) cpeacTBa CBS3U TUIIA “BOJTHOBOJ”

B) CPEACTBO KOHTPOJISI paAHOU3ITy4YEHUH.

2. O0dyckanusi nporpamMm - 31o:

a) CETeBOE YCTPOMCTBO, MOJIKII0YaEMOe K JIBYM H OoJiee.

0) 3anymwieanue K00a — NPUBEOeHUe UCXOOHO20 MEKCMA Ul UCNOIHAECMO20 KOOd NPOcPAMbL K 6U-
0V, coxpanaouemy eé QyHKYUOHAIbHOCb, HO 3ampYOHIIOUEMY AHAIUS3, NOHUMAHUE AN20PUMMOE
pabombl u MOOUpuKayuro npu 0eKOMNUIAYUULU.

B) MPOLIECCOPHBIA MOJTYJIb.

6. YueOHo-MeTOoAHYecKOe U MH(OPMAIIMOHHOE o0ecriedeHe TUCIUTIIHHbI
6.1. CincoK MCTOYHUKOB U JIUTEPATYPHI

HUcrounuxku

OcHOBHbIE

1. Pykosoosawuii 0okymeHT. 3aliuTa OT HECAaHKIIMOHUPOBAHHOTO JJOCTYIA K UHPOopMaluu. TepMUHBI
U ollpesienieHus. Y TBEpPKIIEHO pelieHneM npeacenarens ['ocrexkomuccun Poccun ot 30 mapra
1992 r. [DaexTpoHHbIi pecypc] : Pexxum goctyna : https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-rukovodyashchij-dokument-
reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g3, cBoOoHbIi. — 3ari. ¢ 3Kpa-
Ha.

2. Pykogooawuil 0okymenm. ABTOMaTH3UPOBAHHbBIE CUCTEMBI. 3allIUTa OT HECAHKIIMOHUPOBAHHOTO
noctyna k uHdopmarun. Knaccuukaius aBTOMaTU3MPOBAHHBIX CUCTEM U TpeOOBaHMS IO 3allU-
Te MHpopMauu. Y TBEP)KJIEHO pellleHrneM npeaceaarens ['ocyaapcTBEeHHOM TEXHUUECKONH KOMHUC-
cuu npu lIpesunenrte Poccuniickoit @enepanyu ot 30 mapta 1992 r. [OnexrponHsli pecypc] : Pe-
UM goctyna : https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/384-rukovodyashchij-dokument-reshenie-predsedatelya-
gostekhkomissii-rossii-ot-30-marta-1992-g, cBoboaHbIi. — 3ari. ¢ sKpaHa.

3. Pykogoosawuti doxymenm. CpencTBa BIYUCIUTEIBHON TEXHUKHU. 3aIlluTa OT HECAaHKIIMOHUPOBAH-
HOTo Jtoctyna kK uHpopmanuu. [Tokazarenu 3alUMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOT'O JOCTYIIA
K MHpOpMaLuu. YTBEpkKAECHO peleHreM npeaceaarens ['ocyrapcTBeHHON TEXHUYECKOH KOMHC-
cuu tipu [Ipesunente Poccuiickoit @enepanuu ot 30 mapta 1992 1. [DnekrponnsIii pecypce] : Pe-
*uM jgocrtyna : https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/385-rukovodyashchij-dokument-reshenie-predsedatelya-
gostekhkomissii-rossii-ot-30-marta-1992-g2, cBo6oHbIN. — 3arJ1. ¢ 3KpaHa.

Jlutreparypa
OcHoBHas

1. Kazapun, O. B. IIporpammHo-annapaTHble cpe/icTBa 3alUThl HHOpMaIUK. 3aliuTa IporpaMm-
HOro o0ecrieyeHus : ydeOHUK U pakTukyM Juist By30B / O. B. Kazapun, A. C. 3a6a0ypun. —
Mocksa : M3natensctBo FOpaiit, 2020. — 312 c. — (Bsicmee odpazosanue). — ISBN 978-5-9916-
9043-0. — Tekcr: anextponHsiit / DBC FOpaiit [caitr]. — URL: https://urait.ru/bcode/452368
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2. Kazapun, O. B. HanexHocTh 1 6€30MaCHOCTh TPOrPaMMHOTO o0ecrieueHus : yuebHoe mocobue
st By30B / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : M3natensctBo FOpaiit, 2020. — 342 c.
— (Bricmiee oopazoBanue). — ISBN 978-5-534-05142-1. — Tekcer : anekrponnsiit // IbC FOpaiit
[caitt]. — URL.: https://urait.ru/bcode/454453

3. Ieruos, A. 0. 3amuTa nHbOpMaIMK: OCHOBBI TEOPUU: YICOHHK JIJIsl OaKalaBpraTa i Maru-
crpatypsl / A. 1O. Ilernos, K. A. IllernoB. — Mocksa: M3narensctBo KOpaiit, 2020. — 309 c. —
(bakanaBp u maructp. Akagemudeckuii kypc). — ISBN 978-5-534-04732-5. — TekcT: nekTpoH-
ubiii // OBC HOpaiir [caiit]. — URL: https://urait.ru/bcode/449285

4. Tocres, 1. M. OneparnimoHHbIC CUCTEMBI : Y4€OHUK U MTPAKTUKYM 1S By30B / . M. T'ocTeB. —
2-e u31., ucnp. u gon. — Mocksa : U3natensctBo FOpaiit, 2020. — 164 ¢. — (Briciiee obpa3osa-
Hue). — ISBN 978-5-534-04520-8. — Texcr : anektponnsiii // DBC IOpaiit [caiit]. — URL:
https://urait.ru/bcode/451231

5.  Kowmnnexkcuas sawuma vHGOPMAIIMU B KOPIIOPATUBHBIX cUCcTeMax : yueO. mocodue / B.®. lla-
HbruH. — M. : UJ[ «©OPYM» : UHOPA-M, 2017. — 592 c. — (Briciee oOpa3zoBanue: baka-
naBpuar). - Pexum nocryna: http://znanium.com/catalog/product/546679

6. [lanveun B.@. 3ammTa KOMIBIOTEPHOH HH(popManyu. I PEeKTUBHBIE METOJIBI U CPE/ICTBA
[Dnextponnslii pecypc] / B. @. llanbrun. - M.: JIMK Ilpecc, 2010. - 544 c.: un. - ISBN 978-5-
94074-518-1. - Pexxum pocrymna: http://znanium.com/catalog/product/408107

6.2. [lepeuens pecypcoB HH(POPMAIHOHHO-TEJIeKOMMYHUKANIMOHHOI ceTH « AHTEpHETY.

1. Bapuosckwmii H.I1. Kypc neknuii mo maremarmueckoil kpunrtorpaduu [DIEKTpOHHBIA pe-
cypc]. — Pexxum nocryma: http://cryptography.ru/wp-content/uploads/2014/11/varn_lectures long.pdf
(mata obpamenus: aBryct 2017).

2. Goldreich O. Foundations of cryptography. [Daekrponnslii pecypc]. — Pesxum mocryma:
http://www.twirpx.com/file/493751/.

3. 'apanT [DneKTpoHHBIH pecypc]: MHPOPMALMOHHO-TIPABOBOM MOpTai. — DJIEKTPOH. JIaH. —
M.: HIIIT "TAPAHT-CEPBUC”, cop. 2012. — Pexxum moctyma: Www.garant.ru.

4. Koncynperantllntoc [OnektponHslit pecype]. — DnektpoH. aaH. — M.: Koncynerantlliroc,
cop. 1997-2012. — Pexwum moctymna: wWww.consultant.ru.

HarronansHas snexTponnas oudimorexka (HOB) www.rusneb.ru
ELibrary.ru Hayunas snextponnas 6ubnuoreka www.elibrary.ru
Onekrponnas oudiauoreka Grebennikon.ru www.grebennikon.ru
Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Taylor and Francis

JSTOR

IIpodeccnonanbHbie 0a3b1 JAHHBIX 1 HH(POPMALIMOHHO-CIIPABOYHbIE CHCTEMBbI

Joctyn k npodeccuonanbHbIM 6a3am maHHbIx: hitps:/liber.rsuh.ru/ru/bases

WudopmaninoHHbIe CIPaBOYHBIE CHCTEMBI:
1. KoncynpranT [lmtoc
2. Tapant

7. MaTepuajJibHO-TEXHHYECKOE o0ecrevyeHue U CIUIITUHbI

Jns obGecniedyeHuss NUCHUIUIMHBI UCIONIB3YETCSl MaTepUaabHO-TEXHUUEcKas 06a3a o0pa3oBaTeNbHOTO
YUpEKIACHUS:


http://cryptography.ru/wp-content/uploads/2014/11/varn_lectures_long.pdf
http://www.twirpx.com/file/493751/
http://www.garant.ru/
http://www.consultant.ru/
https://liber.rsuh.ru/ru/bases
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1) s TEKIMOHHBIX 3aHITUM - yueOHast ayJUTOPUs, T0CKA, KOMITBIOTEP WM HOYTOYK, IIPOSKTOP
(cTanMoOHapHBIN WM IEPEHOCHOW ) JIJIs1 IGMOHCTPAIIMN YU€OHBIX MaTepHaJIOB.

CocraB mporpaMMHOT0 00€CIICUCHHS:
1. Windows

2. Microsoft Office

3. Kaspersky Endpoint Security

JInst ipoBeICHUST 3aHATHUH JIGKIIMOHHOTO THIA MPEAJIAraroTCsi TEMAaTHUSCKHE WIUTIOCTPALMU B
dopmarte npesenraruit PowerPoint.

2) IUTsl TIPAKTHYECKUX 3aHATHH — KOMITBIOTEPHBIA KJacCe WM J1a0OpaTopHsl, JOCKa, MPOCKTOP
(cTarOHApHBIN WA IEPEHOCHOM ), KOMITBIOTEP WM HOYTOYK ISl IPENoaBaTesis, KOMITBIOTEPhI
JUTs1 OOYYarOIIMXCA.

CocraB MporpaMMHOT0 0OECTICUCHHUS:
Windows

Microsoft Office

Kaspersky Endpoint Security
Mozilla Firefox

Microsoft Share Point 2010
Vmware Player 15.5
OllyDebugger 1.10

Hashcalc 2.02

XSpider 7.0

CoNoOA~WNE

8. Obecneuenue 00pa3oBaTEJILHOIO MPOLECCA sl JIMI C OTPAHNYEHHBIMU BO3MOKHOCTSI-

MHU 3/10POBbA

B X0[€ pealin3daii AUCHUIIIIMHBI UCITOJB3YIOTCA CICAYIOIHNE JOIMMOJIHUTCIIBHBIC
MCETO/bI O6y‘I€HHH, TCKYLICTO KOHTPOJIA YCIICBAEMOCTHU U HpOMC)I(YTOLIHOI‘/JI aTTeCTalinuu 06yanO—
HrXCA B 3aBUCUMOCTU OT UX MHAWBHUAYAJIbHBIX 0COOCHHOCTEH:

® IS CHEMNBIX U CIIA00BUIAAIINX:

— JIeKIIH 0()OPMIISIOTCS B BUE SJIEKTPOHHOTO JOKYMEHTA, JIOCTYITHOTO C MIOMOIIBI0 KOMITHIOTE-
pa co CrennaaTu3upPOBAHHBIM MPOTPAMMHBIM 00ECTICUeHUEM;

— MUChbMCHHBIC 3aJ[aHVSI BHITIOHSIOTCS Ha KOMIIBIOTEPE CO CIICUATH3UPOBAHHBIM ITPOTPAMMHBIM
obecrneyeHrneM, WK MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecreunBaeTcsi HHANBUIYaTbHOE paBHOMEpHOE ocBereHne He meHee 300 Jrokc;

— I BBITIOMTHEHUS 3aJaHusl TpU HEOOXOTUMOCTH TMPENOCTABISCTCS YBEIMUMBAIOIIEE yCTPO-
CTBO; BO3MOYKHO TaK)Ke MCIIOIh30BaHNE COOCTBEHHBIX YBEITMIMBAIOIINX YCTPOUCTB;

— MUChbMEHHBIE 3a7aHus 0(OPMIISIOTCS YBETUYCHHBIM IIPUPTOM;

—9K3aMEH W 3a4€T MPOBOJATCA B YCTHOH (DOpMe WIIM BBITTOJHSAIOTCS B NMUCBMEHHOW (opMe Ha
KOMIIBIOTEPE.

® JUIS TIIYXHUX U CIA0O0CIBIIIAIINX:

— JISKIIMH 0(hOPMIISIOTCS B BHJIE DJICKTPOHHOTO JIOKYMEHTA, JTHOO MPEIOCTABIISETCS 3BYKOYCHITH-
BaloII[as anmapaTypa HHAUBHIYaTLHOTO MOJIh30BaAHUS;

— MUChbMCHHBIC 3aJ[aHHSI BBITTOJHSIOTCS] Ha KOMITBIOTEPE B MUCEMEHHOM (hopme;

— 9K3aMEH U 3a4€T MPOBOASTCA B MUChbMEHHON (DOpMe Ha KOMITBIOTEPE; BOZMOXKHO MTPOBEJICHUE B
dbopme TecTUpOBaHUS.

e JUIS JTUI] C HAPYIICHUSIMU OMOPHO-IBUTaTEILHOTO anmapara:

— JIeKIIMH 0OPMIISIOTCS B BUE DJIEKTPOHHOTO JOKYMEHTA, IOCTYITHOIO C MOMOIIBI0 KOMITbIOTE-
pa co CrennaaTu3uPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;
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— MUChMEHHBIE 3a/1aHUS BBITIOIHIIOTCS HAa KOMIIBIOTEPE CO CIIEUATM3UPOBAHHBIM POTrPAaMMHBIM
obecIreyeHneM;

—9K3aMeH M 3a4€T MPOBOJATCS B YCTHOW (pOpPME MIIM BBIMOJHSIOTCS B MUCHBMEHHOW (opme Ha
KOMITBIOTEPE.

[Ipu HEOOXOIMMOCTH MpPEeNyCMaTPUBACTCS YBEIHMUECHNUE BPEMEHH I ITOJTOTOBKH OTBETA.

[Iponienypa npoBeAeHUs TPOMEKYTOYHOM aTTeCTallUU ISl OOYJaIOLINXCS YCTAHABIMBACTCS C
yu4€TOM HUX HMHAMBHIYaIbHBIX HcuUXopu3ndyeckux ocobeHHocTei. I[IpomexyrouyHas arrecranus
MOXET IMPOBOAUTHCS B HECKOJIBKO 3TATIOB.

[Ipn mnpoBeneHuu MpolEIypbl OLCHUBAHHUS PE3yJAbTaTOB OOyYeHHUs MpelycMaTpUBaeTCs
UCTIOJIb30BAaHNE TEXHUYECKHUX CPEJICTB, HEOOXOAMMBIX B CBS3U C MHAWBUAYAIBHBIMUA OCOOCHHOCTSMU
oOyyaromuxcsi. OTH CpeACTBa MOTYT ObITh IPEAOCTaBICHbl YHUBEPCUTETOM, WJIM MOTYT
UCTIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKHE CPEIICTBA.

[IpoBenenue nporenypbl OLICHUBAHUS PE3YAbTaTOB O0YUYEHHS JOMYCKAETCS C UCIOIB30BaHUEM
JUCTaHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHIA.

ObecnieunBaeTcs AOCTyN K MHGOPMAIMOHHBIM U Oubnuorpaduyeckum pecypcam B cetu MH-
TEpHET JUIA KaXI0ro oOydaromerocss B popMax, aaanTUPOBAHHBIX K OTPAaHUYEHUSIM UX 3I0POBBS U
BOCTIPUATHS UH(POPMALIUU:

® JUIS CJEMNBIX U CIIA00BUIAIINX

— B IIe4aTHOU popme yBeTMueHHBIM HIpUdTOM;
— B popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢hopMme ayauodaiina.

® JUIS TIYXHX M CIa0O0CTBIIIAIHX:

— B miedaTHou (opwme;

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA.

e Ui O0yYarOIIUXCs C HAPYIICHUSIMU ONIOPHO-BUTATEIBHOTO arapara:
— B miedaTHou (opwme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMe ayauodaiina.

VYyeOHble ayAUTOPUH JJIS1 BCEX BUJOB KOHTAKTHOM M CaMOCTOSATENBbHOM paboThl, HayuHas 6uo-
JMOTEeKa ¥ MHBIE TOMEIICHHS [T 00yUeHHs OCHAIIIEHBI CTIEIUAIBHBIM 000pY/IOBaHHEM U y4eOHBIMU
MeCTaMH ¢ TEXHUYECKUMHU CPEeICTBAMH 00y4EHUS:

® IS CHEMNBIX U CIIA00BUAAIINX:

— YCTpONCTBOM JUIsl cKaHUpoBaHus U ureHus ¢ kamepoit SARA CE;

— muctuieem bpaits PAC Mate 20;

— npuntepoM bpaitng EmBraille ViewPlus;

® JUIS TIIYXHUX U CIa0OCTBIIIAIINX:

— aBTOMAaTHU3UPOBAHHBIM Pa0OYMM MECTOM JJIS JIIOJIeH ¢ HapylleHUeM ciayXa W cJabociblia-
IIIHIX;

— aKyCTHUYECKUHN YCHIIUTENb U KOJIOHKHY;

e Ui OOYYArOIIUXCS C HAPYIICHUSIMHU OMTOPHO-IBUTATEIBHOTO arapara:
— TepeIBUKHBIMHE, PETYITHPYEMBbIMU d)proHoMudeckumu naptamu CU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHeMaIbHBIM IIPOrPaMMHBIM 00eCIIeUeHHEM.

9. MeToauyeckne MaTepUuaJibl

9.1. Ilanbl 1a00OPATOPHBIX 3AHATHI

Tembl yueOHON AUCHUIUTMHBI IPEAYCMAaTPUBAIOT MPOBEACHUE TaOOPaTOPHBIX padoT, KOTOpPbIE
CIIy’KaT Kak IeJIIM TEKYILEro U MpOMEXYTOYHOIO0 KOHTPOJIS 3a MOATOTOBKOW CTYJIEHTOB, TaK U Iie-
JSIM TIOJTyYeHUS NMPAKTUYECKUX HABBIKOB IMPUMEHEHHUS! METOJIOB BBIPAOOTKHU pEIICHH, 3aKperIeHUs
U3y4EHHOI'0 MaTepuana, pa3BUTHUsS YMEHUH, MPUOOPETEHUS OIBITA PEIIEHUS] KOHKPETHBIX MpoOiIeM,
BEJICHUS IUCKYCCUH, apTyMEHTAIMH U 3aIIUThl BBIOPAaHHOTO PELICHUS.
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[Tomors B 3TOM OKa3bIBAIOT 3aJaHUS JIJs1 JaOOpaTOPHBIX padoT, BBaBaeMbIE IMperojaBaTe-
JIeM Ha KaXKIOM 3aHSITHH, 3aJaHHsl Ha CAMOCTOSITENIbHYIO [TOATOTOBKY, I€PEUYeHb BOIPOCOB ISl TIOJI-
TFOTOBKH K 9K3aMEHY M KOHTPOJIbHBIE JOMAILITHUE 3a/1aHUs Ul CAMOCTOSITEIbHON pabOThI CTYIEHTOB.

Lenpto 1abopaTOpHBIX PabOT SABIAETCS 3aKPEIJICHHE TEOPETHYECKOTr0 MaTepuasa U nmpuoodpe-
TEHUE MPAKTUYECKUX HABBIKOB HCIIOJIb30BAHUS METOJIOB MPUMEHEHHUS MAaKETOB KOMIIBIOTEPHON Ma-
TEMaTUKHA B MPOPECCHOHANBHON NEATEIbHOCTH, MPUMEHITh HABBIKU JJISl MPUHATUS Hauboiee 3¢-
(EeKTHUBHBIX pElICHUI B YCIOBUSAX OBICTPO MEHSIOLIEHCS peanbHOCTH, JUIsl OBICTPON ajamnTaluu K
M3MEHSIOIINMCS YCIOBUSM JI€ATEIbHOCTH.

Tematuka mabopaTopHbIX pabOT COOTBETCTBYET Mporpamme Kypca.

JlaGoparopuass padora Ne 1 (8 uacoB). Meroabl o0ecrnevyeHHs] TEXHOJIOIHYECKOI
U IKCIUTYaTAllMOHHOH 0e30MacHOCTH MPOrPaMMHOI0 ofecneyeHus - IPOBEepKa CPOPMUPOBAHHO-
ctu komnerenimu 1IK-1,11K-3

L]env 3anamus: NodydyeHUEe NMPAKTUUYECKUX HABBIKOB B 3auure nporpamm ot IICCHUB u nx
HECAHKIIMOHUPOBAHHOT'O UCCIIEIOBAHMSI, KOIIMPOBAHUS U PACIIPOCTPAHEHHUS.

Ykaszanusa no evinonnenuio 3a0anus: oOpaTUTh BHUMAHKUE Ha CBOMCTBA 3alllUIIEHHOCTH IPO-
rpaMM Ha 3Tarax MpOU3BOJCTBA, TOCTABKH M SKCILTyaTalluy MPOTPaMMHBIX KOMILIEKCOB.

Bonpocwi 013 uzyuenus u 00cysncoenus:

1. Metozs! aHanu3a 6€30MaCHOCTH MPOTPAMMHOTO 00€CIICUeHHUS.

2. Meroapl 3anuThl pa3pabaTbIBa€MbIX MPOrpaMM OT aBTOMATHYECKON TeHepaluu UHCTPY-
MeHTalbHbIMU cpencTBamu [ICCHUB.

3. MeTo/1bl MASHTH(PUKAIIUY POTPAMM U UX XapaKTCPUCTHK.

4. MeTo/Ibl 3alIUThI IPOTPAMM OT KOMITBIOTEPHBIX BUPYCOB.

5. MeTtoapl 3alIUTHl TPOTPAMM OT UCCIICIOBAHMS.

6. Metoapl o6dyckanuu nporpamm. MeToabl U CpeAcTBa OOeCceueHus: eIOCTHOCTH U J10-
CTOBEPHOCTH HCIOJIb3YEMOT0 MPOTrPAMMHOI0 KOAA.

7. MeTozpl 3alUThl TPOrPaMM OT HECAHKIIMOHHUPOBAHHOT'O KOTIMPOBAHMS.

8. Co3anue 3aniIeHHBIX OTIEPAIIMOHHBIX CHCTEM.

Konumponvuvie sonpocswi:

1. B 4emM coCTOST HEIOCTaTKW M JOCTOMHCTBA KOHTPOJIBHO-UCTIBITATEIBHBIX M JIOTUKO-
AHAIUTUYECKUX METOJIOB aHallM3a MPOTrPaMMHOT0 o0ecrieueHus?

2. YUto mpeacraBiisieT cOO0H CTaTHUSCKHUIA W JUHAMUYCCKUH aHaM3 mporpamm. [Ipu momormu
KAaKUX CPEJICTB MIPOBOJIUTCA TaKOW aHANN3?

3. Onumnte criocoOsl BHeApenus [ICCHUB nocpencTBom cpencTB aBTOMATHU3AMK IPOrpaM-
MUPOBaHUSA (TPAHCISITOPOB, KOMIWISTOPOB, HHTEPIPETATOPOB, OTIATINKOB H IP.).

4. Kak oneHuBaeTcs 1mojo0ue 1ejeBoi U UCCIEeNyeMO MpOorpaMM C TOYKH 3PEHUS HaTUUHS
[HCCUB?

5. llpusnaku kiaccu(UKAIMUA KOMIBIOTEPHBIX BUPYCOB. ONUIINTE pa3IMuHbIE TUIBI BUPY-
COB B COOTBETCTBHUU C 3TOM knaccudukamnueil. [IpuBenute mpuMepsl KOMIBIOTEPHBIX BUPYCOB, C KO-
TOPHIMHA BBl CTaJKUBAJINCHh B TIOBCETHEBHOM JXM3HHM, K KakoMy THIy BHPYCOB Bbl WX OTHeceTe?
Onuiure cpencTBa HEUTpaIu3alMi KOMIBIOTEPHBIX BUpYcOB. [IpuBenute mpumepsl UCHONIb30BaA-
HUS aHTUBUPYCHBIX KOMILJIEKCOB.

6. IlpuBenuTe Ki1accuUKAIMIO METOJAOB U CPEACTB 3aIUTHI MPOTPAMM OT HCCIIECIOBAHUS.
Buem cyrp oO0dyckamuu mporpamm? Jlaiite ompenenenue 3(h(PEKTUBHOMY BEPOSTHOCTHOMY
o0dyckaropy.

7. OnummTe METOAbl U CPEeICTBA OOECIeUeHus LEeJIOCTHOCTH U JIOCTOBEPHOCTH HCIOJIb3Ye-
MOT0 TIPOTPaMMHOTO KOJa, B TOM YHclie Kpunrorpadpudeckue. OMUIINTE METOBI M CPEJICTBA 3alllU-
THI TIPOTPAMM OT KOITUPOBAHUS, B TOM YHCIIE KpUNITOTpadrdecKue.

8. Pacckaxute 00 OTEUECTBEHHBIX 3alUIIEHHBIX OMepannoHHbIX cucteMax 0c2000 u «De-
HUKCY.

9. Ucnons3oBanue npoaykra PGP.®yHKIIMOHATIBHBIE BO3MOKHOCTH
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Jlaboparopnas padora Ne 2 (8 yacoB). CpeacTBa M CHCTeMBbI 3aIIUTHI MPOrPaMMHOTO
obecneyeHus - mpoBepka chopMupoBaHHOCTH KomriereHumn [7K-1,1TK-3

Lenv 1 3anamus’ nony4eHUE MPAKTUIECKUX HABBIKOB B Pa3pabOTKe U AKCIUTyaTaI[H CPENICTB
¥ CHCTEM 3allUTHl IPOTPAMMHOT0 00ECTICUECHHS.

Vkaszanusa no evinonnenuro 3adanus; oOpaTUTh BHUMaHUE Ha MPUKJIAJHbIE 00JIaCTH MpHUMe-
HEHUS CPEJCTB 3aIUThI IPOTPAMMHOI0 00ECIIEUEHU.

Bonpocwt ons uzyuenus u oocyscoenust:

1. CpexnctBa u cUCTEMBI TECTUPOBAHUS ITPOrPAMMHOTO 00€CII€UEHUs PU UCTILITAHUSAX €TI0 Ha
TEXHOJIOTHYECKYIO O€30MacHOCTb.

2. Onumure mokas3aTeil KauecTBa MpOorpaMMHOT0 obOecrieyeHus. BeiOOp HOMEHKIATYpHI MO-
kazareneii kauectBa [10 ¢ TOUKM 3peHHs €ro 3alUIICHHOCTH.

3. Opranu3anroHHbIE U METOJIOJIOTHYECKUE BOIIPOCH! IpoBeneHus ucnsitanuii [10.

4. IloctpoeHne MNpOrpaMMHO-ANNAPATHBIX KOMIUIEKCOB ISl KOHTPOJS TEXHOJIOTHYECKON
Oe3onacHocTH nporpamMm. CocTaB MHCTPYMEHTAJIBHBIX CPeICTB KOHTpoussd OezonmacHoctu 110 mpu
ero pa3paboTKe.

5. CTpykTypa W NPUHIUIBI MMOCTPOCHHS MPOTPAMMHO-ANIAPATHBIX CPEICTB KOHTPOJIHHO-
UCIBITATEIBHOTO CTEH/1a UCTIBITAHUS TEXHOJIOTUYeCcKoM 6e3onmacHocTu I10.

6. CpencTBa M KOMIUIEKCHI 3aIIMTHI MIPOTPaMM OT KOMITBIOTEPHBIX BHPYcoB. OO0 ycKaTops
nporpamMm. CpenctBa o0ecriedeHHs eJI0CTHOCTH U JOCTOBEPHOCTH HCIOJIb3yEMOr0 MPOrpaMMHOIO
kozna. CpezcTBa 3alllUThl IPOTPaMM OT HECAHKIIMOHUPOBAHHOI'O KOTIMPOBAHHUS.

7. OnepaloOHHbIE CUCTEMBI B 3alUIIEHHOM UcnonHeHuu. Co3aHue OnepaluoHHbIX CUCTEM
C OTKPBITBIM HCXO/HBIM KOJIOM B 3aIIHIIEHHOM HUCIIOJTHEHUH.

Koumponvnvie sonpocswi:

1. Craructuueckue M JUHAMHUYECKHE criocoObl ucciepoanusi [10, B yeM uMX OCTOMHCTBA
¥ HelocTaTku? B 4eMm CymHOCTh paboThl Au3acceMOIepoB, ITUCKOMIUISITOPOB, TPACCHPOBIIMKOB,
CIeAINX CUCTEM IpH uccaenoBanuu 110.

2. OnummTte crnocoObl mpoBeneHus ucnbiTanuii [10, oueHkM kadecTBa W cepTU(UKALMU
IporpaMMHBIX cpencTB. CocTaB METOJMYECKOT0 O0ECeueHus MPOBEIEHUS UCIBITAHUN MPOTPaAMM.
Onummre nokazatenu kadectBa [1O pa3sHBIX ypOBHEW. MOCIEIOBATENILHOCTD OMEpaIiii Mpu BbIOOpE
HOMEHKJIATyphbl nokaszaresneil kauectsa [10. Onenka 3nHaueHnii nokasareneid kauectna [10.

3. OcHoBHbIE 3Tambl npoBeaeHus ucnbiTanuil [10 U mocnenoBaTenbHOCTh ACUCTBUN TpU
3TOM.

4. TeXHONOTHs CO3/IaHUs CIOXKHBIX MPOTPAMMHBIX KOMIUJIEKCOB U ACHCTBUS pa3pabOTUHKOB
npu obecrieyeHus TexHojaornueckoi o6esomnacuoctu [10.

5. CTpyKTypHO-(YHKIIMOHANIFHAS CXeMa MHCTPYMEHTAIbHBIX CPEACTB MOACPKKU CO3AaHUS
0€30MmacHOTO MPOrpaMMHOTO 00eCTIeUeHHS.

6. Onummre >Tambl KOHTpoOJA Oe3omacHOCTH obmiero u crnenuansHoro [IO Ha »dTame
uccienaoBanus u ucnsiranuii [10.

7. TpeOoBaHusl K KOHTPOJBHO-UCHBITATEIHHOMY CTEHIY WCIBITAHUS TEXHOJIOTUYECKOM
oeszonacHoctu [1O. IlpuHmuner ero moctpoeHus. J[OCTOMHCTBA W HEIOCTATKU CYIIECTBYIOIIUX
OTIEPAIIMOHHBIX CPeJl AJIs TAKOTO CTeHA.

8. IlpuBeaure mnpHUMEpHl CYIICCTBYIONUX Ha OTCUYSCTBEHHOM pBHIHKE AHTHBHUPYCHBIX
KOMIUIEKCOB, MX OCHOBHBIE JOCTOMHCTBA M HEAOCTaTKU. ba3oBbIi (hYHKIMOHAT aHTUBUPYCHBIX
porpamm.

9. Kak obecrieunBaercs (hyHKIIMOHANbHAS JKBUBAJICHTHOCTh MPOTpPaMM A0 M TOCIE HX
06dyckarun?

10. IIpuBeauTe mpuMephl CYIIECTBYIOIIMX Ha OTEUECTBEHHOM PBHIHKE CPEJICTB OOECIedeHHs
LEJIOCTHOCTU M JJOCTOBEPHOCTH HCIIOJIb3yEMOr0 MPOTrPaMMHOI0 KO/a U CPEACTB 3alllUThl IPOrpaMm
OT HECAaHKIIMOHUPOBAHHOTO KOMTMPOBAHHS, NX OCHOBHBIE TOCTOMHCTBA U HEJOCTATKHU.

11. Pa3paboTka Takoro TUCTPUOYTHBOB OTIEPAIIMOHHOM CHCTEMBI C OTKPBITBIMH UCXOJHBIMU
KOJaMH, KOTOpbI oOecreunn Obl yueT chenupuKkd OOBEKTOB, MOTCHIIMAIBHO YSA3BUMBIX JIs
kuOeparak. OCHOBHbIE KOMIIOHEHTHI TAKOT'O AUCTPUOYTHBA?
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JlaGopaTopnasi pa6ora Ne3 (10 wacoB). HcciienoBaHue mMporpaMMHOro odecnedeHusi C MoMo-
IbI0 CKaHepa 0e30MacHOCTH W OTJAJUMKA - TpoBepka cPOPMHUPOBAHHOCTH KomriereHuuu I7K-
1,IIK-3
Lenv 3anamus: NOJy4eHUE TPAKTUYECKUX HABBIKOB B MCCIEAOBAHUU KOHKPETHBIX IIPOrPaAMM
npu oMot otinaguuka Ollydebugger n yrunmuter Hashcalc, ckanepa XSpider.
Vkazanus no evinonnenuro 3a0anus: oOpaTUTh BHUMaHUE HA 00s3aTEIBHOCTH TPEOOBAHUI
P/l ®CTOK Poccun «3ammura OT HECAaHKIIMOHUPOBAHHOTO Aoctyna K nmHpopmaruu. Yacte 1. Ilpo-
rpaMMHOE obecriedeHue cpeacTB 3amuThl nHpopmanuu. Knaccudukamus mo ypoBHIO KOHTPOJIS He-
JIEKJIApUPOBAHHBIX BO3MOKHOCTEN».
Bonpocwi 013 uzyuenus u 06Ccysncoenus:
1. Konrtpoib u ¢pukcanus HCXOAHOTO COCTOSTHUS MPOTPAMMHOI0 00eCIIeUEeHHUS.
2. [TocTpoeHus CTEHIOB IS TPOBEICHUS aHAIM3a MTPOTPAMMHOTO 00ECTICUeHUSI.
3. KonTposb coctaBa u copepkanus JOKyMEHTAIlMU Ha MPOrpaMMHOE 00ecrieueHue.
4. CraTu4ecKuil aHaIM3 UCXOJHBIX TEKCTOB IPOrpaMMHOro odecriedueHus. KOHTpOb MOJHOTHI
U OTCYTCTBHS M30BITOUHOCTH Ha ypOBHE (halioB M (PYyHKIIMOHAIBHBIX 00bEeKTOB. [IpoBepka cooTBeT-
CTBUS UCXOAHBIX (PaiiyioB 00beKTHOMY KOy. KOHTpOJIB CBSI3€H 1O yIIpaBICHHUIO B WH)OPMAITUH.
5. Ucnonb3oBanue ckanepa XSpider npu uccnenosanuu I10.

Buvinonnenue 3a0anus:

B xome mpakTtuueckoil pabOThI paccMaTpUBACTCS MAKET JOKYMEHTOB, HEOOXOIMMBIN s
cepruduxanuu u skcryatanuu [1O u cobcrBenno cepruduxar coorercTBusi [10 HOpMaTUBHBIM
nokymeHTam u/wmm TY.

Konmponvhuvie 6onpocwi:

1. B yem 3akiro4aeTcsi KOHTPOJIb MOJTHOTHI U OTCYTCTBHSI M30BITOUHOCTH Ha YpOBHE (hailioB
U QYHKIIMOHAIBHBIX OOBEKTOB.

2. B ueM 3akiro4aeTcst KOHTPOJIb CBSI3EH MO YIPABICHUIO U MH(POPMALIUH.

3. B ueM 3axirodaercss KOHTPOJIb BBIMOJIHEHNS (QYHKIIMOHAIBHBIX 00bekTOB. Kakum oOpazom
BCTPAMBAIOTCS TaTYMKHU B UCXOJHBII TEKCT IPOTPAMM.

JlaGopaTopnas pa6ora Ne 4 (10 yacoB). ApxuBauusi ¥ MOUCK - IPOBEpKa CHOPMHUPOBAHHO-
ctu komnerenuuu [1K-1,11K-3

Lenw.

[To3HaKOMUTBCS ¢ MHCTPYMEHTAMH ISl padOTHI ¢ apxuBaMu. [1omyduTh MpeacTaBIeHne O KO-
MaHJ1aX MMOMCKA, TOCTYIHBIX MOJIb30BATEII0 KOMAaHIHOM CTPOKH.

3aoauu

1. TlpouuTaiiTe TeopeTHuecKuil MaTepuai 1o JadbopaTopHoii pabdore.

2. O3HaKOMBTECh C pabOTON KOMaHJ, TPHUBEICHHBIX B TEKCTE JIAOOPATOPHOW PabOTEHI.

3. TlomyuuTte 11 HUX CTPAHMILIBI CIIPABOYHOTO PYKOBOJICTBA.

4. C momompo yruaut find m WC momyuure uHpOpManuioo 0 KonudecTBe (aiioB B
JIOMAIITHEM KaTajiore MoJib30BaTelsl.

5. Msyuuts komanael Which u locate.

6. TIlopabotats ¢ apxuBaTtopamu RAR, Zip, gzip, bzip, bzip2, TAR.

7. TlpotectupoBatrh pa3Hble HAOOPHI APXHUBATOPOB.

8. HayuuTbcs npuMEHSTH peryJsipHbIe BRIPaKEHUS NPH HAITUCAHUU IA0JIOHA [Tl TOMCKa

C TIOMONIBIO YTHIIUTHI grep.
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[Ipunoxenue 1. AHHOTAIHS
paboueii mporpaMmbl TUCIUTUTAHBL

AHHOTAIIUSI PABOYEH ITPOTPAMMBI JIJUCHUTLIAHBI

JucuuiuimHa «be30nacHOCTh MPOrpaMMHOTO 00ECTIeUeHHsT aBTOMATHU3HPOBAHHBIX CHCTEM)
peanusyercs Ha (pakynbpreTe MHGOPMALMOHHBIX CUCTEM M 0€30MacHOCTH Kadeapoil KOMIUIEKCHOM
3alIUTHI UH(OPMAIIHH.

[enp auCHUIUIMHBL: MPUOOpETeHNe 3HaHUI O 0Ga30BBIX METOJaxX M crocobax 3alluThl Mpo-
IrPaMMHOT0 00ecCrieueHHsI aBTOMATU3UPOBAHHBIX CUCTEM M YMEHUH MPHUMEHSATHh Ha MPAKTHKE Cpe.-
CTBa 3aIlUTHl IPOTrPAMM, UMEIOIINECS HA OTEYECTBEHHOM PhIHKE IPOAYKIMH U YCIyT B 00jacTu 3a-
MIUTHI THPOPMALIUY OT HECAHKITMOHUPOBAHHOT'O JIOCTYTIA.

3agaun: pacCMOTPEHHUE CIENYIOIMX BOIPOCOB: OCHOBHBIE MOHATUS TEOPUHU AITOPUTMOB U
TEOPHH CIIO)KHOCTH BBIUMCIICHU; MeToabl aHanu3a [10; MeToas! 3amuTsl pa3padaTbiBaeMbIX Mpo-
rpaMM OT aBTOMAaTHYECKOW TI'€HEpalud MHCTPYMEHTAIbHBIMHM CPEICTBAMU IPOIPAMMHBIX CPEICTB
CKPBITOTO BO3JICHCTBUS; METOIbI MACHTU(UKAIINH MIPOTPAMM U UX XapaKTEPUCTUK; METOJIbI 3aIIUTHI
IporpaMM OT KOMIIBIOTEPHBIX BHPYCOB; METOJbl 3aIUThl MPOTPaMM OT HCCIICAOBAHUS; METOJbI
o0¢yckanuu mporpaMM; METOJbl 3alIUTHI MPOTPaMM OT HECAaHKIMOHWPOBAHHOTO KOMHPOBAHUS;
CpEeACTBA U CUCTEMbI TECTUPOBAHUS IPOrPAMMHOI0 0OeCIIeYeHus TP UCTIBITAHUAX ero Ha Oe3zomnac-
HOCTB; ONIEPAIMOHHBIC CHCTEMBI B 3AIIUIIEHHOM UCTIOJTHEHUT

JlvcuuiuinHa HanpaBjieHa Ha (popMUpOBaHHE CIIEIYIOUIMX KOMIIETEHIIUMI:

e [IK-1 - CrnocoOeH BBHIIONHATH PabOTHI MO YCTAaHOBKE, HACTPOMKE W OOCITYKUBAHHUIO IPO-
IPaMMHBIX, TPOTPaMMHO-aNNapaTHBIX (B TOM YHCJIE KPUNTOTPAPUUECKUX) M TEXHUYECKUX
CpPEZCTB 3alIUThl HH(OpMALUU

e [IK-3 - CnocoGeH ynpaBiaTh 3auTOi HHPOPMALIMU B aBTOMATU3UPOBAHHBIX CUCTEMaX

B pe3ynbraTe 0CBOGHUS TUCHMITIIMHBI (MOTYJIs1) OOYyUYaIOIIMICS TOJKEH:

3HaTh:

OCHOBHBIE TIOJIOKEHUSI TEOPUU MH(OPMAIIMOHHON 0€30IacHOCTH M NMPAKTHKH 3alllUThl MH-
dbopMaruu OT HECAaHKIIMOHUPOBAHHOT'O JOCTYIIA;

HOpPMAaTHBHBIE IPABOBBIE JOKYMEHTHI B 00JIACTH 3alIUTHI MH(OpMaIHH;

MaTeMaTUYeCcKHUe MoJIeinH 0€30acCHOCTH M (JOpMaJIbHbIE MOJEHU JOCTYIa CUCTEM;

MOJIEJIA ¥ METO/BI 3aLUTHI ONIEPALlUOHHBIX CUCTEM;

NPUHLMIIBL pabOThl MPOTPAMMHBIX CPEACTB CUCTEMHOIO, MPUKIATHOTO U CIEHUATbHOIO
Ha3HAYCHMsI, THCTPYMEHTAJIbHBIX CPEIICTB;

OCHOBHBIC MMPOCKTHBIC PCIICHUA, CPEACTBA U METO/AbI 3alllUThI I/IH(i)OpMaHI/II/I OT HECAaHKIIUO-
HUPOBAHHOTO JOCTYIIA.

YMers:

pelaTh TUIIOBBIE 3a/1a4M C TIOMOIIBI0 METOJOB 3aIlIUThl MH(YOPMAIUK OT HECAaHKIIMOHUPO-
BaHHOTO JIOCTYIa,

IIPUMEHATH COBPEMEHHBIE METOAbl M METOAMKHU 3alUThl IPOTpaMM OT IPOTPAMMHBIX
CPENICTB CKPBITOTO MH(POPMAITMOHHOTO BO3/ICHCTBHS;

BBIOMpATh, YCTAaHABIMBATH U HACTPAaUBaTh CPEACTBA CUCTEMHOTO, MPUKJIAJHOTO U CHelHalb-
HOI'0O Ha3HA4YCHUS; IPUMECHATh COBPEMCHHBIC METO/JIbI U METOAMUKH 3alIUTHI ITPOrpaMM OT HECaAaHKIH-
OHUPOBAHHOI'O MCCIIEOBAHUs, KOIIMPOBAHUs, PACIIPOCTPAHEHUS U UCIIOJIb30BAHUS.

Brnaners: MeToiaMu pa3pabOTKH U UCIIOJIb30BaHUs cpeacTB 3amuThl [10;

HAaBbIKAMM HACTPOMKM U DKCIUTyaTalldd WHCTPYMEHTAIBHBIE CPEICTBA, SI3bIKM U CUCTEMBI
nporpaMMHpOBaHUA IJId pEIICHUSA HpO(i)eCCI/IOHaJ'II)HBIX 3aaa4,

HaBBIKAMM DKCIUTyaTallMM 3allUIIEHHBIX IIPOrPaMMHBIX CPEICTB, IOJYYUBIIUX IIUPOKOE
MMPUMCEHCHUEC B COBPEMCHHBIX ABTOMATH3WPOBAHHBIX CUCTEMAX.

[To nucrumuiiHe IpeaycMOTpeHa IPOMEXKYTOUHAas aTTecTainus B popMe 3a4era.
OO01mast TpPyA0€MKOCTh OCBOSHUS JUCIHUIIIMHBI COCTABJISIET 3 3a4E€THBIC €TUHUIIBL.



