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1. HossicHuTEILHAA 3AIIHCKA

1.1. Iean u 3aga4M TUCHUTLIHHBI

Lenv oucyunaunsl: TpuoOpeTeHNE 3HaHUN 0 0a30BBIX METO/AX U CIIOCO0AX 3aIUThI IPOrpaMM-
Horo obecnieuenus (I10)aBTOMAaTU3UPOBAHHBIX CUCTEM M YMEHUI IPUMEHSTh Ha MPAKTUKE CPEJICTBA
3alIUThl IPOrPaMM, UMEIOIIMECS Ha OTEUYECTBEHHOM PhIHKE MIPOAYKIMH U YCIYT B 00JaCTH 3aIlUThI
UH(POPMALIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA.

3a0auu oucyuniunbl:paCCMOTPEHUE CIEAYIOUIMX BOIPOCOB: OCHOBHBIC NOHATUS TEOPUU Alro-
PUTMOB U TEOPHUM CIOXKHOCTU BBIUMCIIEHUN; MeTobpl aHanu3a [10; MeTonbl 3amuThl pazpadaTeiBac-
MBIX IIPOIpaMM OT aBTOMAaTHYECKOM I€HEpalUyd MHCTPYMEHTAJIBHBIMHM CPEICTBAMU IIPOIPAMMHBIX
CPEICTB CKPBHITOTO BO3ACHUCTBUS; METOABI MACHTHU(PHUKAIIMY TPOTPAMM M UX XapaKTEPUCTHK; METOBI
3aIUTHI IPOTPaMM OT KOMIIBIOTEPHBIX BUPYCOB; METOBI 3aILUTHI IPOrpaMM OT UCCIIEIOBaHUS; Me-
TOJIBI 00(YCKAIIMM MPOTPaMM; METOJIbI 3AIIUTHI MPOTPaMM OT HECAHKIHMOHUPOBAHHOTO KOIMHPOBa-
HUSl; CPEACTBA U CUCTEMBbl TECTUPOBAHUS IPOrPAMMHOI0 00eCIIeYeHus IPU UCIBITAHUSX €ro Ha 0e3-
OIACHOCTb; OIIEPALIMOHHBIE CUCTEMBI B 3AIIUIIEHHOM HCIIOJIHEHNH.

1.2. ®opmupyemble KOMIIETEHIIMH, COOTHECEHHBIE € IVIAHMPYEMBIMH Pe3yJIbTATAMH 00y4eHUsl

o JTUCHUIIJINHE

Komnerennus

(koI ¥ HAaMMEHOBaHUE)

NuaukaTopsl KoMIeTeHI Ui

(Ko ¥ HaUMEHOBaHME)

Pe3yabTaThl 00yueHus

IK-1

Crioco0eH BBITIONHATE Pa0OTHI
M0 YCTAaHOBKE, HACTPOHMKE H
00CITy’)KUBaHHIO TPOTPAMMHBIX,
MpOorpaMMHO-aNmapaTHeIX (B
TOM 4Hcie Kpunrorpadude-
CKHX) M TEXHUYECKUX CPEJICTB
3alIUThl HHPOpMAIHN

[K-1.1

3HaeT NOPSAIOK YCTAHOBKH, HACTPOUKHU U
oOCITyXKMBaHHUS TPOTPAMMHOTO obecrie-
YCHHsA, CHUCTEM YIIPABJICHUA Gazamu
JIAHHBIX, CPEJCTB JIIEKTPOHHOTO JOKY-
MEHTOO0O0POTa M CPEACTB 3allUTHl WH-
dbopmanumn

3HaTh: OPUHOMIBI  pabOTHI
MIPOrPaMMHBIX  CPEACTB  CH-
CTEMHOIO, MPHUKIAJHOIO H
CIEHUAIIEHOTO Ha3Ha4YeHHUs,
WHCTPYMEHTAJIBHBIX CPEJICTB.

I1IK-1.2

YMeeT ycTaHaBIMBATH MPOTPaAMMHOE
obecrieyeHre B COOTBETCTBUU C TEXHU-
YECKOM JIOKyMEHTallu€il, BBIOIHATh
HAaCTPOMKY MapaMeTpoB pabOTHI Tpo-
rPaMMHOTO OO€CIIeYeHHs, BKIIOYasl CH-
CTeMBbl yTpaBJIeHUs 0a3aMul NaHHBIX |
CpelcTBa JJIEKTPOHHOTO JIOKYMEHTO-
o0opoTa, (hopMyIUpOBaTh MpaBuiIa 0e3-
ONAaCHOM AKCILTYyaTaluH

YMeTh: BBIOMpATh, YCTaHABIIH-
BaTb M HACTPauBaTb CPEJCTBA
CHUCTEMHOIO, NPUKIAJHOIO U
CIIEIMAJIbHOTO HA3HAYEHMUSI.

IK-1.3

Bnaz[eeT HaBbIKaMM 110 YCTaHOBKE,
HACTpOiiKe ¥ OOCIY)XMBaHUIO IIPO-
rPaMMHOTO OOECIICUeHHS, TPOrPAMMHO-
amnmnapaTHblX W TEXHUYCCKUX CpPCIACTB
3aMUTH UHQOpPMAITUU ¢ COOIOACHUEM
TpeOOoBaHMIA MO 3amuTe HHHOPMAITUU

Bnangets: HaBbIKaMHu HACTpOMi-
KM W OSKCIUIyaTalldd HHCTPY-
MEHTAJIEHBIE CPEICTBA, S3BIKU
U CHUCTEMBI MPOrpaMMHUPOBA-
HUS U pelIeHus Ipodeccro-
HaJIBHBIX 3a7a4 ¢ COOJIIOJCHH-
eM TpeOoBaHWU TO 3aluTe
nH(pOpMAIIH.

[K-3

CriocobeH ympaBisiTh 3alIUTON
MHQOpPMAaLMK B aBTOMATH3HPO-
BaHHBIX CHCTEMax

IK-3.1

3HaeT OCHOBHBIE METOABI YIPaBICHHUS
3amMTol WHGpOpPMaUK, UHPOPMAOH-
HbIE pecypchl aBTOMAaTH3HPOBAaHHBIX
CHCTEM, MOJIEXKAIINEe 3aIUTe; OCHOB-
HBIE Yrpo3bl Oe3omacHOCTH HH(pOpMa-
UM, MOJETH HApYIIUTEIs] B aBTOMATH-
3MPOBAHHBIX CHCTEMAxX

3HaTh: OCHOBHBIE  METOIBI
yHOpaBlIeHus 3aliuToll uHpOp-
Malu, UHPOPMAIOHHBIE pe-
cypcel u 0a30BOM  MoOpeNH
Hapymutenss ®CTOK PO




IK-3.2

YmMeeT pa3pabareiBaTh IPEIOKESHUS 110
COBEPIICHCTBOBAHUIO CUCTEMBI YIIpaB-
JICHHS 3aIUTHl UHPOpMAIMK aBTOMATH-
3UPOBAHHBIX CHCTEM; KIIACCHU(PUIIMPO-
BaTh U OIICHUBATH YTPO3bI 0€30MAaCHOCTH
nHpOpMaITNH; OIECHUBATh WH(OpPMAITH-
OHHBIC PHCKH B aBTOMATH3WPOBAHHBIX
CUCTEeMax

YmeTs: KJIacCU(HUIIUPOBATD
yrpo3bl, pa3pabaTbiBaTh TEXHU-
YeCKHE TPEUIOKEHUS II0 CO-
BEPIICHCTBOBAHUIO  CHUCTEMBI
yIpaBleHHUs 3allUThl HUHGOP-
Maluy  aBTOMAaTH3UPOBAHHBIX
CHCTEM, IIPOBOAUTH AayIUT C
LEJIBIO OLIEHKH PHUCKOB

IK-3.3

Brnanmeer HaBBIKAMHU COCTaBIICHHS KOM-
IUICKCa TPaBWI, TPOIEIYp, NMPaKTHYC-
CKUX MPHEMOB, MPHUHIUIIOB U METOJIOB,
CpeIcTB obOecTeueHnsT 3amuThl HHDOP-
MAaIH B aBTOMAaTU3UPOBAHHOM CHCTEME

Brnanets: HaBbIKaMu 1o paspa-
00TKe OpraHU3aIMOHHO-
TEXHUYECKUX [0 3alIUTC WH-
dbopMaruu, MpUEMbl W IPHH-
nunsl B cooTBeTcTBUEe ¢ ECKJI,
ECIIA u apyrumMu HOpMaTHB-
HO-TIPABOBBIMH JJOKYMCHTaMHU

1.3. MecTo AuCHHMILINHBI B CTPYKTYpPe OCHOBHOI1 00pa3oBaTe/IbHOIi IPOrpaMMbl

Jucnunimna «be3omnacHocTh MpOrpaMMHOTO 00eCIeYeHUs aBTOMAaTHU3UPOBAHHBIX CUCTEM) OT-
HOCHUTCS K 4YacTH, (popMHUpyeMol ydacTHUKaMU O0Opa30BATEIIbHBIX OTHONICHHWH OJIOKA JUCIUTUINH

yueOHOro IJIaHa.

I[JISI OCBOCHUS AUCHUIIINHBI HGO6XOI[I/IMI>I KOMIICTCHIIUU, C(l)OpMI/IpOBaHHBIe B XOJAC HM3YUYCHUA
CIeAyromux AJUCHUIIINH: «TCOpI/IS{ BepOHTHOCTeﬁ N Mar€éMaTH4YCCKasa CTaTHCTHKaA), «I[I/ICerTHaH

MarcéMaTHukKay, «TexHomorus u MCTOJbI ITPOrpaMMHUPOBAHUS).

B PE3YIbTAaTC OCBOCHUA NUCIUIIIINHBI (I)OpMI/IPYIOTCH KOMIICTCHII WU, HeO6XOI[I/IMLIC IJIsL U3y4ce-
HUA CICAYIOUX JUCHUIIIMH W IMPOXOKACHUA NPAKTUK! «be3onacHoCTh KPUTUYCCKN BAXKXHBIX CHU-
CTCEMD, <<3aH_[I/ITa I/IH(I)OpMaLII/II/I OT BpCAOHOCHOTO IIPpOTrpaMMHOI'O 06eCHequH}I>>, «Hpe)lI[I/IHJ'IOMHaH

IIPaKTHKA».

2. CTpyKTYpa IMCUMILTUHBI

OO01mast TpyA0€MKOCTh TUCIUTIIMHBI COCTaBIISACT 33aueTHbIe eqruHuIb], 108 qacoB

CTpyKTypa AUCHUNJIMHBI VISl 04HOH (POPMBbI 00yUeHUsI

O06beM AUCIUIUINHBI B (hopMe KOHTAKTHOM paboThl 00y4aromuXxcsl ¢ MearornaeckuMu padboT-
HUKaMU U (UJIM) JIMLIaMH, [IPUBJIEKAEMBbIMU K peaju3aliu 0O0pa3oBaTeNbHON MPOrpaMMbl HA MHBIX

YCIIOBUSX, TP IPOBEACHUY YUEOHbBIX 3aHATHIMA:

Cemectp | Tum yueOHBIX 3aHATHIA KommuecTBo
4acoB
6 Jlexmn 28
6 JlaGopaTopHble pabOTHI 32
Bcero: 60

OO0beM MUCIHIIIHHEI B (pOpMe caMOCTOSTELHON pabOThl 00yJarOImUXCst cocTaBisier 48

aAKaICMHUYCCKUX YaCOB.

3. Coaep:xkanue JUCHUNINHBI

Ne HaumeHnoBanue pasaejga 1ucum- Cozlepmalme
IIMHBI

1 Beenenue B Teopuio u npaktuky | [IpoGiema 3ammrer mporpaMMHOTo o0ecredeHuns: aBToMa-
3alUTHI MPOrPaAaMMHOT0 obecnie- | Tu3npoBaHHBIX cucteM. OOBEKTH 3aUThl. CHCTEMHOE U




6

YCHUSA

obmrecucTeMHOe MporpaMMHoe obecnieueHue. Crienuanb-
HOe nporpaMmmMHoe obecnieuenue. [IpuknagHoe mpo-
rpaMMHOe oOecrieueHue. SI3bIKH, CUCTEMBI i 000JIOUKH
MPOTPaMMHUPOBAHNS, HHCTPYMEHTAIBHBIC CPEJICTBA aBTO-
MaTHU3aI[UH MPOTrPaMMHUPOBAHUS.

3amuTa nporpaMMHOro 00eCreuYeHusl KaKk CUCTeMa Hay4-
HBIX TUCIUTUIAH. YTPO3bl 0€30MaCHOCTH MPOrPAMMHOTO
obecrieyenus. [IpuHsaTast akCHOMATHKA U TEPMUHOJIOTHSL.
JKu3HEHHBIN IIUKJT TPOrPaMMHOTO 00ECIICUeHHUs aBTOMA-
TU3WPOBAHHBIX CUCTeM. TEeXHOIOTHUECKas U IKCILTyaTa-
[IHOHHAs 0€30TacHOCTh MMPOTrPAMMHOTO O0CCTICUCHHS.
Mogenu yrpo3 6€301acHOCTH IIPOTpaMMHOI0 obecrieye-
Hus. OCHOBHBIC TIPUHIIUIIBI 00eCTICUeHUsT 0€30ITaCHOCTH
TIPOTPAMMHOTO 00ECTICUCHIS

OCHOBHBIE IOJIOJKEHHUS, TIOHATHS
U Ompe/iesieHUs, HCI0JIb3yeMble
MPHU 3al[UTEe NPOrPaMMHOI0
odecneueHus

ba3oBrie HayuHBIE TOJIOKEHNS M1 OCHOBAHUS TEOPUH 3a-
UIUTHI TporpaMM. OCHOBBI TEOPUU aJITOPUT-

MOB. DJIEMEHTHI TEOPHUH CI0KHOCTH BBIYUCICHUN. Diie-
MeHTbI kpunronoruy. KonpuaeHnmaabable BEIYUCICHUS

MeToabl o0ecrieueHUs TEXHOJI0-
TMYeCKOM M IKCILIyATAIlMOHHOM
0€e30MacHOCTH MPOTrPAMMHOI0
odecreueHus

MerTo/p1 aHATH3a OE30MMACHOCTH TIPOTPAMMHOTO O0ecTie-
YyeHusi. MeToabl HICHTU(QHUKALIMY IPOTPaMM U UX Xapak-
TEPUCTUK. METO/IbI 3aIMTHI IIPOIPAMM OT KOMIIBIOTEP-
HBIX BUPYCOB. METO/IbI 3alIUTHI IIPOTPaMM OT HCCIIE/I0Ba-
Hus. O6¢dyckanus nporpamm. MeToisl U cpeacTBa obec-
MEUYCHUS LEJIOCTHOCTH U IOCTOBEPHOCTHU UCIIOIB3yEeMOT0
MPOrPaMMHOT0 Koz1a. MeTOobI 3alUTHI IPOTrpaMM OT He-
CaHKIIMOHUPOBAHHOTO KOTIMPOBAHHS.

Co3anue 3alIMIICHHBIX OIEPAallMOHHBIX cucteM. M-
M0JIb30BaHue MporpamMmMel PGP.

Cpeacrsa u cCUCTEMbI 3a1MTHI
NMPOrPaMMHOr0 ofecneyeHust

CpencTBa U CHCTEMbI TECTUPOBAHUS IPOTPAMMHOTO
obecreyeHust MPH UCTIBITAHUSIX er0 Ha TEXHOJIOTHUECKYIO
0€30MacHOCTb.

CpeicTBa U KOMILICKCHI 3allUThI POTPaMM OT KOMITbIO-
TepHBIX BUpycoB. O0dyckaTopsl mporpamm. CpescTsa
oOecrieueHust [eJIOCTHOCTH U IOCTOBEPHOCTU UCTIOJIb3Ye-
MOTO MPOrpaMMHOTO Kojia. CpeicTBa 3alUThl POrpaMM
OT HECAaHKIHOHHUPOBAHHOTO KOMTUPOBAHUSI.
OrnepalvOHHbIC CHCTEMBI B 3allIMIIICHHOM UCITOJHEHHUU.
Hcnons3oBanue nporpammel TrueCrypt

HccaenoBanue mnporpaMMHOro
o0ecrneyeHNs HA peIMeT OTCYT-
CTBHS HeJeKJIAPUPOBAHHBIX
BO3MOKHOCTEM

IToaroroBka K HCCIIENOBAHHIO MPOrPAMMHOTO obecrede-
HUS Ha NPEIMET OTCYTCTBHS HEJCKIapHUPOBAHHBIX BO3-
MoxHOCTe. KOHTposs 1 (uKcanust HCXOAHOTO COCTOSI-
HUSI IPOrPAMMHOT0 00eCTIeYeHUsI.

OTeyecTBeHHbIE HOPMATHBHBIE
aKThI, perjiaMeHTHpYIoIHe 1es-
TeJIbHOCTH B 00J1aCTH 3a1UTHI
MPOrpaMMHOro odecneyeHus

®denepanbhbiii 3ak0oH «O0 nHbOpPMAIUK, HHPOPMAIMOH-
HBIX TEXHOJIOTHSIX M O 3ammure uHpopmanum». [OCT P
NCO/MDBK 12207-2010. TOCT P UCO/MBK 15408-
2013. TOCT P M3K 61508-2012.

PykoBogsammit nokyment ®CTOK Poccun. 3ammra ot
HECaHKIMOHUPOBAHHOTO JOCTyna K mHpopMmauuu. YacTsb
1. IIporpammHOe obecrieueHUE CPEACTB 3aAIUTHl HHPOP-
manmu. Knaccudukanus mo ypoBHIO KOHTPOJS HEAEKIIa-
PUPOBAaHHBIX BO3MOKHOCTEH.

4. Obpa3oBaTejibHbIE TEXHOJIOTHH

Ne
n/n

HaumeHnoBanmne TeMbl Buasbl yueOHbIx 3ansTnii  |O0Opa3oBaTe/bHBICTEXHOJIOTHA




1 |2

3

4

1 |BBenecHue
B TCOPHUIO U MPAKTUKY 3alUTHI
MPOrPaMMHOTO 00eCTICUEeHUS

Jlexmusg 1

CamocTosTeapHas pa60Ta

TpaaunroHHas ¢ UCTIOJIB30BAHUEM TIpe-
3eHTaln’

I/I3yquHe MaTcpuajioB HGKIII/Iﬁ

2  |OcCHOBHBIE TIOJIOKEHMS, IOHS-
THS B OTIPEIICTICHUS, HCTIOh-
3yeMBbIE MU 3aIUTe IPO-
IpaMMHOT0 00€CIIeUCHHUS

Jlexmus 2.1
Jlexmus 2.2

CamocTosTeapHas pa60Ta

Jlexuus-nuckyccus
TpagunoHnHast

I/I3yquHe MaTcpuajioB J'IGKHI/II\/'I

3 |Metonpl oOecieYeHUs TEXHO-
JIOTHYECKOM

U KCIUTyaTaluoHHOH 0e3-
OTACHOCTH MPOTrPaMMHOT0O
obecneyeHus

Jlexmus 3.1
Jlexmus 3.2

Jlaboparophnasipadoral.

CamocTosTeapHas pa60Ta

Jlexuus-nuckyccus
TpaguinoHHast

BeimonHeHue 3a1aHus B BUPTYaIbHOM
mamuae CentOS 7.

N3yuenune maTepuanoB JEKLMMI, TOKIAIbI

4 |Cpexnctea v CUCTEMBI 3aIlIUThHI
MIPOrPaMMHOT0 00eCIIeUeHUS

Jlexmusg 4.1
Jlexmus 4.2

JlaboparopHas pabora 2.

CamocrosTenpHast padoTta

[IpobGiieMHas ekuus
TpaauioHHast ¢ KCIOIB30BAHUEM TIpe-
3eHTalUN

BrinonHenue 3aaHus B BUPTyaIbHOMN
marmmae CentOS 7. M3yueHne MaTepranos
JIEKIAH

W3ydenune maTepuanoB JEKLUMM, TOKIAIbl

5 |HccaemoBanue mporpaMMHOTO
obecriedeHus Ha MPeIMeET OT-
CYTCTBHS HEJCKJIapHPOBaH-
HBIX BO3MOKHOCTEHN

Jlexmus 5.1
Jleximg 5.2
Jlexumsg 5.3

Jlaboparophas paboTa3.

CamocrosTenbHast paboTa

Jlekmus ¢ pazdopom
KOHKPETHBIX CHUTYyalui
TpaguuronHas

BrinosiHeHue 3ajjaHus B BUPTyaibHOM
mammae CentOS 7.

N3yyeHue MaTeprasoB JIEKIUI

6 |OreuecTBeHHBIE HOPMATHBHBIC
aKTbI, PErIIaMEHTHPYIOIINE
JeSITENLHOCTL B 00JIaCTH 3a-
LIUTHI TPOTPAMMHOTO oOecrie-
YeHUS

Jlexiug 6.1
Jlexiug 6.2

Jlaboparophas pabota 4

CamocrosTensHast paboTta

Jlexnus-nmuckyccust

BelnonHeHnye 3a1aHus B BUPTyaJIbHOM
mamune CentOS 7.
N3yuenune maTepuanoB JEKIHM, TOKIAIbl

5. OueHka nIaHupyeMbIX pe3yJIbTATOB 00y4eHH s

5.1. CucTeMa oeHUBAHUSA

DopmMa KOHTPOJIS

Makc. KOJIH4ecTBO 0aJ110B

3a ogny padory Bcero
Texkymuii KOHTPOJb:
- JIOKJIa]] 5 6annos 30 6ayioB
- Y4acTHE B IUCKYCCUHU HA 3aHATHU 5 6amoB 10 6amioB
- maboparopHasi pabora (Tembl 3-4) 10 6aytoB 10 6annos
- maboparopHas pabora (Tema 5-6) 10 6amioB 10 6amioB
IIpoMexyTouHas arTecTanys - 3a4eT 40 6annoB
(TecTupoBaHue)
HToro 3a cemectp 100 GasuioB

[lepeueHs KOMIETEHLINU C YKa3aHHEM 3TanoB UX (OPMUPOBAHHUS B MTPOLIECCE OCBOCHUS TUCIUTLIHU-
HBI [IPE/ICTABIISIETCS B BUIE TAOUIIBI:
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Ne [ KonTposmpyemsblie pazge- | Kox konTposnupyemoii kom- | HanmeHnoBaHue one-
n/m | Japl JMCHUILIMHBI

NeTCHINH HOYHOI'O Cpeacrea

1. Temer 1 — 6

IIK-1.3; ITIK-1.2; ITIK-1.1; ITIK- [ Onpoc
3.3, I1K-3,2, T1K-3.1

2. Jlabopatopusbie 3ansatus 1 — | I[1K-1.3; T1IK-1.2; TTK-1.1; TIK- | Otuer
4

3.3, 11K-3,2, T1K-3.1

[Tony4yeHHBIN COBOKYIHBIN Pe3yJIbTaT KOHBEPTUPYETCA B TPATUIIMOHHYIO IIKATY OLICHOK U B LKAy
orieHoK EBpomnelickoii cucteMsl nepeHoca u HakorieHus kpeautoB (EuropeanCreditTransferSystem;
nanee — ECTS) B COOTBETCTBHHM C TaOIUIICH:

100-6annpHast mkana | TpaguuuoHHas IIKaga kana ECTS
95— 100 A

83 04 OTJINYHO B

68 — 82 XOpOIIIO 3a4TEHO C

56 —67 D

50 55 YIOBJICTBOPHTEILHO E

20-49 FX

0_19 HEYIOBJIETBOPUTEIHEHO HE 3a4TCHO =

5.2.KpnTepIm BBICTABJICHHUA OLICHKHU MO JUCHUIIIMHE

Banasl/
HIxana
ECTS

Ouenka o
JUCIHUILINHE

KpuTepuu oueHkH pe3yJbTaTOB 00yUeHHUs MO0 TUCHUTIJIMHE

100-83/
AB

3a4TCHO

BericTaBisieTcst 00y4aromeMycsi, €CJId OH TIIyOOKO U MPOYHO YCBOMII TEOPETHUCCKU U
MPAKTUUECKUA MaTepHal, MOXKET MPOJEMOHCTPUPOBATH 3TO HA 3aHATHUAX U B XOJI€
IIPOMEXYTOUHOM aTTECTALUHU.

OO0yyJaromuiics UCYEPILIBAIOIIE U JIOTHUECKHA CTPOHHO M3JlaraeT yueOHbIA MaTepura,
YMEET YBS3bIBATh TCOPHIO C MPAKTHKOMN, CIIPABIISICTCS C PEIICHHEM 3a1a4 mpodeccrHo-
HAJILHOW HAMPaBJICHHOCTH BBICOKOTO YPOBHS CII0KHOCTH, MTPABUIBHO 00OCHOBBIBAET
MIPUHSATHIE PELIEHMUSL.

CB00OIHO OpUEHTHpPYETCS B yueOHOU U MPOo(hecCHOHATBHON INTepaType.

Or1eHKa IO AWCIUIUTAHE BBICTABIIIOTCS 00yJaromeMycs ¢ YI6TOM Pe3yIbTaTOB TEKY-
el U IPOMEXYTOUYHOM aTTeCTalUH.

Komnerenmyn, 3aKperuIéHHBIC 32 TUCIUIUTHHONW, COPMHUPOBAHBI HA YPOBHE — «BBICO-
KW,

82-68/

3a4TCHO

BricTaBnseTcss 00yJaromeMycsi, €CITi OH 3HACT TEOPETUICCKUHN U MPaKTUICCKUN MaTe-
puai, TpaMOTHO | 1O CYIIECTBY M3JIaraeT ero Ha 3aHITHIX U B X0/1€ TPOMEXYTOUHOH
aTTecTalnu, He JIOMyCKasl CyIeCTBEHHBIX HETOYHOCTEH.

OO0yyJaromuiics MPaBWIBHO PUMEHSIET TEOPETUIECKUE TIOJIOKEHUS TIPU PEIICHUN
MPaKTUIECKHUX 3a71a4 MPpodecCnoHATLHON HAIIPABICHHOCTH PA3HOTO YPOBHS CIIOKHO-
CTH, BIIaiceT HEOOXOIUMBIMH JJIsI TOT'O HABBIKAMU U MMPUEMaMHU.

JlocTaTovHO XOPOIIO OPUEHTUPYETCS B yUeOHOM U MPO(ecCHOHATBHOM JINTepaType.
Or1ieHKa IO AUCIUILTAHE BBICTABILIIOTCS 00yJYarOIIEMyCsl C YIETOM Pe3yJIbTaTOB TEKY-
el U MPOMEXYTOUHOM aTTeCTallH.

KomnereHiyu, 3aKperui€éHHbIC 32 TUCIMIDIHHOW, CPOPMHUPOBAHBI HA YPOBHE — «XOPO-
LY.

67-50/
D,E

3a4TCHO

BricraBnsercst oOy4aroiemycsi, €Clii OH 3HaeT Ha 0a30BOM ypOBHE TEOPETHUECKUH 1
MIPAaKTHYECKUI MaTepHal, IOMTyCKAeT OTAEIbHBIE OIIMOKH MPH €To U3JI0KEHUH Ha 3a-
HATHSIX U B XO/€ IPOMEXYTOYHON aTTEeCTAIINH.

OO0yuarommiics NCIBITHIBAET ONIPEeNEHHbIEC 3aTPYAHEHHUS B IPUMEHEHUN TeOpeTHYe-
CKUX TIOJIOKECHUH MPH PEeICHUH MPAaKTHIECKUX 3a7ad IpodeccHoHaIFHON HallpaBIieH-
HOCTH CTAHJAPTHOTO YPOBHSA CIO)KHOCTH, BIIa/Ie€T HEOOXOAUMBIMH JIJIsI 3TOTO 6a30-
BBIMH HaBBIKAMU M TPHUEMAMH.

JleMOHCTpHPYET AOCTATOUHBIN yPOBEHb 3HAHMS YU€OHOH JINTEPATYPHI [0 AUCIIUILUINHE.
OueHKa 110 AMCUMILUIMHE BBICTABIISIOTCS 00yYaroneMycsi ¢ y4éTOM pe3ysibTaToB TEKY-
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Bamxasl/ | OueHka mo Kpurtepuu oieHKH pe3y1bTaTOB 00y4eHHUs N0 TUCHUILIHHE
HIkana | gucuunInHe
ECTS
LIECH U IPOMEKYTOUYHOH aTTECTaLUU.
KomnereHnuu, 3akperuiéHHbIe 3a TUCHUIITMHON, COPMUPOBAHBI HA YPOBHE — «JIOCTA-
TOYHBINY.
49-0/ HE 3aUTEHO BricTaBiseTcss 00yJaromemMycsi, e OH He 3HaeT Ha 0a30BOM yPOBHE TEOPETHUCCKUIT
F,FX 1 TIPaKTHYECKUI MaTepHuall, IOIycKaeT IpyOble OIMIMOKH TIPH €ro M3JI0KEHNH Ha 3aHS-

THAX U B XOJI€ HpOMe)I(yTO‘IHOﬁ aTTCCTaIluN.

OquanmeICﬂ HUCHBITBIBACT CepLéBHLIe 3aTPyAHCHUA B IPUMCHCHUN TCOPECTUYCCKUX
MOJIOKEHU I IpUu pCUICHUU MPAKTUYCCKUX 3a/lav HpO(i)eCCHOHaHLHOﬁ HaIlpaBJICHHOCTH
CTaHJAAPTHOTO YPOBHA CJIOXKHOCTH, HE BJIAACCT H606XOZ[I/IMI)IMI/I JJIA 9TOr0O HaBBIKaMH U

IIpUEMaMH.

e U TPOMEXKYTOUHOM aTTECTAIUH.

MHPOBAHBI.

HeMOHCTpI/IpyeT (bparMeHTaprIe 3HaHUA y‘Ie6HOfI JIATEPATYPHI 10 JUCHTUTIIIUHEC.
Ouenka 1o JUCHUIIIIMHC BBICTABJISAOTCS o6yqa}01ueMyc;I C y‘-IéTOM PE3YyIbTATOB TCKY-

KommnereHnm Ha ypoBHE «I0CTaTOUHBIIY, 3aKPETUIEHHbIE 32 TUCLIUILIHHON, HE c(hop-

5.3. OueHouyHble cpeacTBa (MaTepHAaJibl) 1JIsl TEKYILIero KOHTPOJIS yClieBaeMOCTH, IIpoMe-

)KyTO‘lHOifI aTrTeCTaliumn oﬁyqamnmxcﬂ no JTUCHUIIJIMHE

Ilpumepnsle sonpocwl u 3a0anusa 013 NPAKMUYECKUX 3A0AHUTL- NPOBEPKA CHOPMUPOBAH-

nocmu komnemenyuu OIIK-4.2, [1K-1,11K-3

KoHTpoJibHBIE BONPOCHI H 3a1aHUS

Pea.ﬂmyeMLIe KOMIICTCHIIUU

1.Hambomee BeposTHBIE 00BEeKT Bo3neicTBuss B AC? [laiite
onpezaencHus «3amuiieHHOCTH [10 AC» u «ypous O6e3omacHoct [10».
TexHoMOrMYecKas ¥ YKCIUTyaTannoHHas 6e3omacHocTh [10.

IIK-1.3; I1K-1.2; TIK-1.1; TIK-
3.3, 1IK-3,2, [IK-3.1

2. O0bekTel 3ammThl. CucremMHoe u obOmecucremuoe I[10. T1O
npoMmexxyTounoro cios. CnenuansHoe u mnpukiagHoe [10. S3wikw,
CUCTEeMBI W OOOJIOYKM TIPOTPaMMHMPOBAHMS. 3allldTa MPOTPAMMHOI0
00ECTeYCHUS KaK CUCTeMa HAYYHBIX JUCIUTUTHH.

IIK-1.3; T1K-1.2; [IK-1.1; TIK-
3.3, 11K-3,2, [1IK-3.1

3. VYrpozel u wmogmenu yrpo3 OesomacHoctu [10. OcHoOBHBIE
MIPUHIMIIBI 00ecTieueHns: 0€30MaCHOCTH MPOTrPAMMHOT0 00€CIICYCHNSI.

IIK-1.3; T1K-1.2; I[IK-1.1; TIK-
3.3, 11K-3,2, [IK-3.1

4. Monenu BeruucieHuit: MamuHa Trriopunra, mammua Ilocra,
RAM-mammna, PACII-mammHa u ux pasHoBuaHocTu. Cxembl. Byneswl
cxeMsl. [Iporeccopsl U ceTH NpoLeccopoB.

TIK-1.3; TIK-1.2; TIK-1.1;

5. CumBon O-6onbinoe 1 OMera-6oubiioe. Beraucnumele GyHKIMN
W paspemnMble mnpeaukatbl. CIOXHOCTb W KJIAcChl BBIYMCIICHUH.
Opnocroponnue ¢(yHkuuu u (yHKOMU c cekperoM. llceBmocmyuaiinble
TeHEPaTOPHI.

TIK-1.1; TTK-3.3, T1K-3,2, TIK-
3.1

6. KpunrocucreMbl ¢ CEKPEeTHBIM M OTKPBITBIM KIFO4OM. CXeMbl
MIeKTpoHHON mnoamucu. Cxemsl XommpoBaHHs. CXeMBl MOCTPOEHUS
TNICEBJIOCTYYalHBIX TeHepaTopoB. CXeMbl BEPOATHOCTHOIO MIM(POBAHUS.
KondueHnuanbHbie BEIYHCICHUS.

TIK-1.3; TIK-1.2; TIK-1.1

7. MeToapl aHayM3a 0E30MACHOCTH MPOrPAMMHOIO 00eCIeUYeHHS.
KOHTpOIbHO-UCTIBITATEIEHBIC METOIbI aHanM3a 0e3omacHOCTH
HpOrpaMMHOro odecredeHus. JIOrHKo-aHaIUTHYECKUE METOIbl KOHTPOJIS
0e30MmacHOCTH MPOTPaMM. CpaBHEHUEOTHKO-
AHATUTHYCCKUXH KOHTPOJIBbHO-UCTIBITATEILHBIX METO/IOB aHanm3a
0e30I1aCHOCTH MPOTPaMM.

TK-1.3; TIK-1.2; TIK-1.1; TIK-
3.3, [1K-3,2, TIK-3.1

8. Meronpl  3amuTBl  pa3pabaThIBa€MbIX ~ MPOrpaMM  OT
aBTOMAaTUYECKOW TeHeparuu HMHCTpyMeHTanbHbIMEH cpeacTtBamu [ICCHUB.
Crioco6s1 BHeapenus: [ICCHB mocpencTBOM MHCTPYMEHTAJIbHBIX CPENICTB.
Bo3moxHBIE METOABI 3aIMTBI MPOrpaMM OT MOTEHIMAIBHO OMACHBIX
WHCTPYMEHTAJIBHBIX CPEJICTB.

TK-1.3; TIK-1.2; TIK-1.1; TIK-
3.3, [TK-3,2, TIK-3.1
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I1K-1.3; I1K-1.2; TIK-1.1; TIK-
3.3, 11K-3,2, [IK-3.1

9. Metonsl uAEHTHOUKALUHM TPOTPaMM M HUX XapaKTCPUCTHK.
Wnentudukanuss mporpaMm Mo BHYTPEHHHUM XapakTtepucTHkam. CrocoObl
OLICHKM TOAO0OHS LENeBOW W HCCIeAyeMOW NpOorpaMM C TOYKH 3pEHHs
HaJIMYUS IPOrPAaMMHBIX 1€(EKTOB.

10. MCTOI[I)I 3alIUThl MpOorpamMm OT KOMIBIOTCPHBIX BHUPYCOB.
O6HIa$I XapaKTCpUCTHKA I/IKJ'IaCCI/I(bI/IKaHI/IH KOMIIBIOTCPHBIX BHPYCOB.

TIK-1.3; TIK-1.2; TIK-1.1; TIK-
3.3, TIK-3,2, IK-3.1

OO0mas xapakTEepHCTHKa CPEACTB HEUTpaM3aIlliil  KOMITBIOTEPHBIX
BrpycoB. Kiaccudukarmsi MEeTo10B 3aIlUThl OT KOMITBIOTEPHBIX BUPYCOB.

11. Metoast 3aIUATHL IporpamMmm ot | [IK-1.3; T1K-1.2; TIK-1.1; T1K-
uccienopanus. Kimaccugukanus — cpeiactBs  ucciemoBanus — nporpamum. | 3.3, [1K-3,2, [1K-3.1

Croco0pI 3amuThl TIpOrpaMM OT HccienoBaHus. CrocoObl BCTpawBaHHS
3aIIMTHBIX MEXaHHW3MOB B TMporpaMMmHoe obOecreuerne. OO0Qyckanus
porpamm.

I1K-1.3; T1K-1.2; TIK-1.1; TIK-
3.3, [IK-3,2, [1K-3.1

12. Metoasl W cpeAactBa  00eCICUYEHHUS
JIOCTOBEPHOCTH HMCIOJIb3yEMOT'0 IIPOTPAMMHOTO KOJIa.

OCIOCTHOCTH n

TIK-1.3; TIK-1.2; TIK-1.1; TIK-
3.3, TIK-3,2, TIK-3.1

13. Meroapl 3alUTBEl MPOrpaMM OT HECAHKIIMOHWPOBAHHOTO
konupoBaHus. Kpunrorpaduyeckne MeTOAbl 3alIUTBI OT KOIMHPOBAaHUSL.
Meron NpHUBS3KH K UAECHTU(PHUKATOPY. MeTo/pl, OCHOBaHHBIE Ha paboTe ¢
nepexogaMu M CTEKOM. MaHUIYISIUH C KOAOM IporpamMMbl. MeTost
MPOTHUBOJIECHCTBUS AMHAMHYECKHM CIIOCO0aM CHATHSI 3alIUThHI IPOTPaMM OT
KOTIIMPOBAHMI.

14. Cozmanue 3alUIIeHHBIX ONEPAMOHHBIX CUCTEM. I1K-1.3; I[IK-1.2; TIK-1.1; TIK-

3.3, [IK-3,2, I1K-3.1

15. HamGonee BeposTHbIi 00BeKT Bo3aevicTBusi B AC? Jlaiite
onpeneneHus «3amumieHHOCTH [10 AC» u «yposus O6e3omacHocTH 10,
TexHoMOTMYECKas M YKCIUTyaTannoHHas Oe3omacHocTh [10.

TIK-1.3; TIK-1.2; TIK-1.1; 1K~
3.3, TIK-3,2, TTK-3.1

Ilpumepnvie  memvt  00K1a0086,

cpopmuposannocmu komnemenyuu [1K-1,1TK-3

80Nnpocoé

oA mecmupoeamus-  nposepKa

TeMbl 10KJIa10B

PeaﬂmyeMlﬂe KOMIECTCHIIMA

[Ipobnema 3amuTBl MPOTPAMMHOTO OOecIIeUeHUs
ABTOMATU3UPOBAHHBLIX CUCTEM.

TIK-1.3; TIK-1.2; TIK-1.1; TIK-3.3, TIK-3,2, [TK-3.1

2. 3aH_II/ITa IpoOrpaMMHOI0O o0OecrieueHUs KakK CH-
CTCMaA HAYYHbIX OVCHMUIIJINH.

[K-1.3; T1K-1.2; TIK-1.1; TIK-3.3, T1K-3,2, [IK-3.1

3. Yrpo3sl 0e30MacHOCTH MPOrpaMMHOI0 obecrie-
YCHUS.

TIK-1.3; TIK-1.2; TIK-1.1; TIK-3.3, TIK-3,2, [TK-3.1

4. TexHomormyeckas u SKCILTyaTallTUOHHAA 0e3-
OINNACHOCTb NPOTrpaMMHOTI'O obOecrieueHusl.

[1K-1.3; T1K-1.2; TIK-1.1; TIK-3.3, T1K-3,2, [IK-3.1

5. Monenu yrpo3 0€30MacHOCTH NPOrPaMMHOTO
obecneueHus.

TIK-1.3; TIK-1.2; TIK-1.1; TIK-3.3, TIK-3,2, [TK-3.1

6. OcHOBHBIE IPUHLIMIIBI 00ecTieueHus1 0e30macHo-
CTH IPOTPaMMHOI'0 00€CIICUEHHSI.

[K-1.3; TIK-1.2; TIK-1.1

7. Metoapl aHanu3a 0€30IaCHOCTH MTPOrPaMMHOIO
obecnieueHus.

MK-1.3; TIK-1.2; TIK-1.1; TIK-3.3, TIK-3 2, TIK-3.1

8. MeTo/bl 3aIuUThl pa3pabaThIBAEMbBIX HPOTrPaMM
OT aBTOMAaTHUYECKON TreHepaluyl HHCTPYMEHTAIbHBIMU
cpeactBamu [ICCHB.

[1K-1.3; T1K-1.2; TIK-1.1; TIK-3.3, T1K-3,2, [IK-3.1

9. Metozpl waeHTH(GUKAUKA MPOTpaMM H WX Xa-
PAKTEPUCTHUK.

MK-1.3; TIK-1.2; TIK-1.1; TIK-3.3, TIK-3,2, TIK-3.1

10. Meroapl 3amMTBl OPOrpaMM OT KOMIIBIOTEP-
HBIX BUPYCOB.

[K-1.3; T1K-1.2; TIK-1.1; TIK-3.3, T1K-3,2, [IK-3.1

11. MeTozp! 3aUThI MPOTPaMM OT UCCIICTOBAHMS.

MK-1.3; TIK-1.2; TIK-1.1; TIK-3.3, TIK-3,2, TIK-3.1

12.00dyckanus mporpamMmm.

IK-1.3; IIK-1.2; ITK-1.1; I1K-3.3, T1K-3,2, TIK-3.1

13. MeToasl U CpeacTBa 0OECIEeUYCHHS LEI0CTHO-

IK-1.3; I1K-1.2; I1K-1.1; I1K-3.3, T1K-3,2, TIK-3.1
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CTH WU JOCTOBEPHOCTH HCIOIB3YEMOTO MPOTPAMMHOTO
KOJa.

14. Meroas! 3amuThl porpamMm ot Hecankiuonu- | [1K-1.3; I1K-1.2; I[TK-1.1; 1K-3.3, T1K-3,2, [1K-3.1

POBAHHOI'O KOIIMPOBAHUA

Ilpumepnvie 3a0anusa 0na mecmupo8anus- nposepra cQHhopMUpoO8aAHHOCMU KOMNEMeHYUuu
1IK-1,11K-3

1. CCUB - 37o0:

a) cpedcmea CKkpvimo20 UHGOPMAYUOHHO20 8030CUCMEUS
0) cpeacTBa CBS3U TUIIA “BOJTHOBOJ”

B) CPEACTBO KOHTPOJISI paAHOU3ITy4YEHUH.

2. O0dyckanusi nporpamMm - 31o:

a) CETeBOE YCTPOMCTBO, MOJIKII0YaEMOe K JIBYM H OoJiee.

0)3anymuleanue K00d — NPUSEOCHUE UCXOOH020 MEKCMA U UCHOJIHACMO20 KOOAd NPOSPAMbL K 8UOY,
coxpansiiouiemy e€ (DyHKYUOHANbHOCMb, HO 3amMPYOHIIOUEMY AHAIU3, NOHUMAHUE AI20PUIMMOS Dd-
bombl U MoOOupukayuro npu OeKOMRUIAYULU.

B) MPOLIECCOPHBIA MOJTYJIb.

6. YueOHo-MeTOoAHYecKOe U MH(OPMAIIMOHHOE o0ecriedeHe TUCIUTIIHHbI
6.1. CincoK MCTOYHUKOB U JIUTEPATYPHI

HUcrounuxku
OcHOBHbIE

1. Pyxosoosuyuti 0okymenT. 3alUTa OT HECAHKIIMOHUPOBAHHOTO JIOCTyNa K nHopmammu. TepMUHbBI
U OIpeleNieHNs. YTBEPXKACHO peleHneM npezacenarens I'octexkomuccun Poccunm ot 30 mapra
1992 r. [Dnekrponnsiii pecypc] : Pesxxum mocrtyma : https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-rukovodyashchij-dokument-
reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g3, cBo6oaHbIiA. — 3ari. ¢ 3kpa-
Ha.

2. Pykogooawuil doxymenm. ABTOMAaTU3UPOBAHHBIE CHCTEMBI. 3alIWTa OT HECAaHKIIMOHUPOBAHHOTO
noctyna Kk uHpopmanuu. Kinaccudukanyst aBTOMaTu3upOBaHHBIX CUCTEM U TPeOOBaHUS MO 3allu-
Te nHopManu. YTBEPKIEHO pelIeHUEM npezacenaTens [ ocyjapcTBEHHON TEXHUYECKOM KOMHUC-
cuu nipu IIpesunente Poccniickoit ®enepanun ot 30 mapra 1992 r. [OnexkrponHslii pecype] : Pe-
UM goctyma : https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/384-rukovodyashchij-dokument-reshenie-predsedatelya-
gostekhkomissii-rossii-ot-30-marta-1992-g, cBoOoaHbIi. — 3ari. ¢ SKpaHa.

3. Pykogooswuti 0okymenm. CpelcTBa BBIYMCIUTEIBHON TEXHUKHU. 3allUTa OT HECAaHKIIMOHUPOBAH-
HOTo JocTymna K uHpopMmanuu. [lokazarenu 3auIIEHHOCTH OT HECAHKIIMOHUPOBAHHOI'O JIOCTyIa
K nHpopManuu. YTBEpKACHO pelieHueM mpejcenatens ['ocynapcTBeHHOW TEXHUYECKOW KOMUC-
cuu nipu [Ipesuaente Poccuiickoit deneparuu ot 30 mapra 1992 r. [DnekrponHsIii pecypc| : Pe-
xuM joctymna : https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/385-rukovodyashchij-dokument-reshenie-predsedatelya-
gostekhkomissii-rossii-ot-30-marta-1992-g2, ceo6oaHbIi. — 3ari. ¢ FKpaHa.

4. Kak nompasku B 63-®3 nosnusioT Ha 6usHec-nporecchl komnanuid B 2022 roay Poccun [Dnek-
TPOHHBIA pecypcl]. — Pexum J0CTyTa : https://www.diadoc.ru/blog/21927-
kak popravki v 63 fz povliyayut na biznes processy kompanij v 2022 godu , cBOOOIHBIN. —
3ari. ¢ ’KpaHa.

5. Ipuxa3z ®Cb Poccun ot 13.04.2021 r. No 142 "O BHecenun nsmenenus B npuka3z ®Ch Poccun
ot 27 nexabps 2011 r. No 796 "O6 yrBepxnaenun TpeGoBaHUil K cpeicTBaM 3JIEKTPOHHOM MO
nucu U TpeboBaHUIl K CpeCTBAM yIOCTOBEPSIONMIETo IeHTpa" [DIeKTpOoHHBINH pecypc]. — Pexxum
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noctyna :http://publication.pravo.gov.ru/Document/View/0001202105200019 , cBoOGoxaHbIi. —
3arii. ¢ ’KpaHa.

6. Bemmcka u3 [Ipukaza ®CTOK Poccun Ne76 ot 02.06.2020 «O06 yrBepxkaeaun TpedoBaHuil 1o
Oe3omacHocTH MH(pOpManuu, ycrtaHaBimuBarommx ypoBHu foepust kK CT3U u COBUT» [Dnek-
TpoHHBIH  pecypc] : Pexumm  goctyma  : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/120-normativnye-dokumenty/2126-vypiska-iz-trebovanij-
po-bezopasnosti-informatsii-utverzhdennykh-prikazom-fstek-rossii-ot-2-iyunya-2020-g-n-76,
CBOOOIHBIN. — 3arJI. ¢ 3KpaHa.

7. IIpukaz ®CTOK Poccum ot 29.04.2021 1. No 77 [Dnekrponnsiii pecypc] / ®CTIK Poccun. —
Pexxum moctyna : https://fstec.ru/normotvorcheskaya/akty/53-prikazy/2270-prikaz-fstek-rossii-ot-
29-aprelya-2021-g-n-77, cBo6oaHbIi. — 3aril. ¢ SKpaHa.

Jlureparypa
OcHoBHas

1. @mnoy, C. 3anumaiics XakuHroM Kak HEBUAUMKA. MICKycCTBO B3110Ma 00JIa4HBIX HHPPACTPYKTYP
: pykoBoacteo / C. ®@noy ; mepeBop ¢ anrnuiickoro B. C. SluenkoBa. — Mocksa : JIMK Ilpecc,
2023. — 272 c. — ISBN 978-5-97060-977-4. — Tekcr : ameKkTpoHHbIH // JlaHb : 37IEKTpPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/314924

2. Huxudopos, C. H. Meroap! 3ammtel nHGOpManuy. 3ammra oT BHEIHUX BTopkeHwi / C. H.
Hukudopos. — 5-e uzz., crep. — Cankr-IlerepOypr : Jlans, 2023. — 96 ¢. — ISBN 978-5-507-
45868-4. — Texcrt : snexkTpoHHsblii / Jlanp : amexkTpoHHO-OMOMMoTewnas cuctema. — URL:
https://e.lanbook.com/book/288974

3. IIpoxoposa, O. B. Uadopmannonnas 6e3onacHocTs u 3ammra nadopmarun / O. B. IIpoxoposa.
— 5-e u3n., crep. — Cankr-IlerepOypr : Jlans, 2023. — 124 c. — ISBN 978-5-507-46010-6. —
Texcr:  anmekTpoHHsldi /  Jlame  :  anekTpoHHO-OMOmmoreyHas  cuctema. —  URL:
https://e.lanbook.com/book/293009

4. My3zunos, X. H. [IporpaMMHO-TeXHUYECKHE KOMILJIEKChl aBTOMaTU3UPOBAHHBIX CUCTEM YIpPaB-
nenus : yuebHoe nocodue / X. H. Mysunos. — Cankr-IlerepOypr : Jlansb, 2022. — 164 c. — ISBN
978-5-8114-3133-5. — Tekcr : anekTpoHHbIi // Jlaub : 3JeKTpOHHO-OMOIMOTEYHAs] CHCTEMA. —
URL.: https://e.lanbook.com/book/213098

5. Hecrepos, C. A. OcHoBbI HHPOpMAIMOHHOI Oe3o0macHOCTH : yueOHuK ais By30B / C. A. Hecre-
poB. — Cankt-IletepOypr : Jlanb, 2021. — 324 c¢. — ISBN 978-5-8114-6738-9. — Tekcr : amek-
TPOHHBIN /l Jlanb : AJIEKTPOHHO-OMOIMOTEUHAS cucTema. — URL:
https://e.lanbook.com/book/165837

6. Mapmrakos, /. B. TIporpammHo-anmapatHbele cpeACTBa 3alIUTh HHPOPMAIHH : YIeOHOE MTOCO-
oue / /1. B. Mapmaxkos, JI. B. ®atxu. — PocroB-Ha-/lony : lonckoit I'TY, 2021. — 228 c¢. — ISBN
978-5-7890-1878-1. — TekcT : amekTpoHHBIN // JlaHb : AIEKTPOHHO-OMOIMOTEYHAs CUCTEMA. —
URL.: https://e.lanbook.com/book/237770

7. Munzos, A.C. Uadopmanmonnast 6€30macHOCT U 3aluTa HHPOpMaluH : yaeOHoe mocodue / A.
C. Mun3zos, C. B. boOsuieBa, I1. A. Ocunos, A. A. ITomoB. — Jly6Ha : ['ocynapcTBeHHbBIN YHUBEP-
cutet «/lyonay», 2020. — 85 c¢. — ISBN 978-5-89847-608-3. — Tekcrt : amekTpoHHbIH // JlaHb :
aNeKTpOoHHO-OnbIoTeynas cucrema. — URL: https://e.lanbook.com/book/154490

8. Jlapuna, T. b. ATMUHHCTpPHUPOBAaHUE OMEPANMOHHBIX CUCTEM. YTIpaBIIEHUE CHCTEMOH : ydeOHOe
nocobue / T. b. Jlapuna. — Mocksa : PYT (MUUT), 2020. — 71 c. — TeKCT : 2MEKTPOHHBIH //
Jlanb : anexTpoHHO-OnOMHOTeuHas cuctema. — URL: https://e.lanbook.com/book/

6.2. IlepeueHs pecypcoB HH(POPMAIMOHHO-TEJIeKOMMYHUKALMOHHOM ceTH «UHTepHET».

1. Bapuogsckwuit H.I1. Kypc nexknuii mo maremarwdeckoil kpunrorpaduu [DIEeKTpOHHBIN pe-
cypc]. — Pexxum nmoctyna: http://cryptography.ru/wp-content/uploads/2014/11/varn_lectures long.pdf
(mara obparmenus: apryct 2017).



https://e.lanbook.com/book/288974
http://cryptography.ru/wp-content/uploads/2014/11/varn_lectures_long.pdf
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2. Goldreich O. Foundations of cryptography.[Dnextponnsiit pecypc]. — Pexum mocryma:
http://www.twirpx.com/file/493751/.

3. IapanT [DnekTpoHHBI pecypc]: MHPOPMAMOHHO-TIPABOBOM MOpPTaN. — DJIEKTPOH.JIaH. —
M.: HIIIT "TAPAHT-CEPBUC”, cop. 2012. — Pexxum goctyma: Www.garant.ru.

4. Koncynwsrantllmoc [Dnektponnsiii pecype]. — Dnekrpon.gan. — M.: Koncynsrantlmtoc,
cop. 1997-2012. — Pexwum mocrymna: Www.consultant.ru.

Haumonanbhas anekrponnas oubimnorexka (HOb) www.rusneb.ru
ELibrary.ru Hayunas snektponnas oubmmorexka Www.elibrary.ru

IIpodeccnonanbubie 0a3bl JAHHBIX 1 HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMBI

Jloctyn k nmpodeccruoHanbHbIM 0a3aM JaHHbIX: hitps://liber.rsuh.ru/ru/bases

WHdopMannoHHbIE CLIPAaBOYHBIE CUCTEMBI:
1. KoncynbranT [lmtoc
2. Tapant

7. MaTepI/IaﬂbHO-TeXHI/I'leCKOC o0ecrneyeHue AUCHUIIJIUHBI

Jlis obecnieueHust AMCLUUILUIMHBI UCIOJIB3YETCSl MaTepHabHO-TEXHUYECKass 0a3a 00pa30BaTEeIbHOTO
YUPEKIACHUS:

1) s TEKIMOHHBIX 3aHITHM - yueOHas ayJUTOPHUs, T0CKa, KOMITBIOTEP WK HOYTOYK, IIPOSKTOP
(cTalMOHAPHBIN WM MIEPEHOCHOH) ISl IEMOHCTPAIMK Y4€OHBIX MaTepUATIOB.

CocraB IporpaMMHOTO o0ecIieueHusI:
1. Windows

2. MicrosoftOffice

3. KasperskyEndpointSecurity

Jns mpoBeAeHus 3aHATHI JIEKUMOHHOIO THIIA MPEJIararoTcsl TEMaTUYECKUE WUIFOCTPALUH B
dbopmarte npesentanuit PowerPoint.

2) sl IPaKTHYECKUX 3aHATHHA — KOMITBEOTEPHBIH KJIACC WM JIabOpaTopusi, I0CKa, MPOSKTOP
(cTalmOHApHBIN UM IEPEHOCHOM ), KOMIBIOTEP UM HOYTOYK Ui MPENo1aBaTesl, KOMIIbIOTEPbI
JUIs 00yYaroIIUXCsl.

COCTaB nporpaMmMHOTO O6CCHC‘-ICHI/I$IZ
Windows

Microsoft Office

Kaspersky Endpoint Security
Mozilla Firefox

Microsoft Share Point 2010
Vmware Player 15.5
OllyDebugger 1.10

Hashcalc 2.02

XSpider 7.0

©CoNoR~WNE

8. ObecneueHue 00pa3oBaTEJILHOIO MpoOLECCA JIsl JIMI C OTPAHNYEHHBIMH BO3MOKHOCTSI-

MH 3/10POBbS

B X0[€ peajin3daiuu AUCHUTIIIMHBI UCITOJIB3YIOTCA CICAYIOMHNEC JOIMOJIHUTCIIbHBIC


http://www.twirpx.com/file/493751/
http://www.garant.ru/
http://www.consultant.ru/
https://liber.rsuh.ru/ru/bases
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METOBI 00Y4EHHs1, TEKYIIET0 KOHTPOJIS YCIIEBAEMOCTH U TPOMEKYTOUHON aTTecTanuu o0ydaro-
IIMXCS B 3aBUCUMOCTH OT UX MHIMBHIyaIbHBIX OCOOEHHOCTEH:

® IS CJICIIBIX U CIIA0OBUISIINX:

— JIeKUUU 0(hOPMIISIFOTCS B BHJIE JIEKTPOHHOIO JOKYMEHTA, JOCTYITHOI'O € MOMOIIbIO KOMIIBIOTE-
pa co ClelMaJIu3UPOBAHHBIM IPOrPaMMHBIM 00€CIICUEHUEM;

— MMCbMEHHBIE 3a/1aHUS BBIIOIHIIOTCA HAa KOMIIBIOTEpPE CO CIIEUATIN3UPOBAHHBIM IPOIrPAMMHBIM
o0ecrieyeHreM, Uil MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecrieunBaeTcsl UHAMBHyadbHOE paBHOMEpHOE ocBeleHre He MeHee 300 Jtokc;

— ISl BBITIOJIHEHUS 33JaHUs MPHU HEOOXOAMMOCTH NPEAOCTABISETCS YBEIWYHMBAIOIIEE YCTPOIi-
CTBO; BO3MOXHO TaK)K€ MCII0JIb30BaHNE COOCTBEHHBIX YBEIUUYMBAIOILUX YCTPONUCTB;

— MMChMEHHBIE 3a/1aHUs 0(OPMIISIOTCS YBEIUYCHHBIM HIPUPTOM;

—3K3aMeH M 3a4€T IMPOBOJATCS B YCTHOM (pOpME WMJIM BBIIOJIHAIOTCS B MUCBMEHHOW (Qopme Ha
KOMIIBIOTEPE.

e Ui TIIYXHX M cIa00CTBIIIAIHX:

— JIeKUUU 0(hOPMIISIOTCS B BUE IEKTPOHHOTO TIOKYMEHTA, 100 MpeaoCTaBIseTCs 3ByKOYCHUIIHU-
Baroll[as anmnapaTypa UHAWBUYaJIbHOTO 10JIb30BaHUS;

— MMCbMEHHbIE 3a/1aHU BBIIOIHAIOTCA HAa KOMIIBIOTEpPE B MMCbMEHHOH hopme;

— 3K3aMEH U 3a4€T IPOBOASTCS B NUCbMEHHON (hOpME Ha KOMITBIOTEPE; BOZMOXKHO IIPOBEJICHUE B
dbopme TecTUpOBaHUS.

e JUIs JIML C HAPYLIEHUSIMU OIIOPHO-/IBUraTEJILHOIO anapara:

— JIeKIUH 0(hOPMIISIFOTCS B BHJIE DJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOMITBIOTE-
pa co cnenMaIM3upOBaHHBIM IIPOrPAaMMHBIM 00€CIIeUeHUEM;

— MUChMEHHBIE 3a/IaHUS BBITIOIHIIOTCS HAa KOMIIBIOTEPE CO CIIEUATM3UPOBAHHBIM IPOTPAMMHBIM
obecreyeHneM;

—9K3aMEH M 3a4€T MPOBOJATCS B YCTHOW (JOpPME HMIIM BBIMOJHSIOTCS B MUCHBMEHHOW (opme Ha
KOMIIBIOTEPE.

[Tpu HEOOXOMUMOCTH TIpeyCMaTPUBACTCS YBEITMUYEHUE BPEMEHH ISl TIOATOTOBKH OTBETA.

[Tponienypa npoBeaeHUs: MPOMEKYTOUHOM aTTeCTalluu A1l 00yJaOLINXCsl YCTaHABIMBAETCS C
yu€TOM WX WHIUBUAYAITBHBIX Icuxodu3mueckux ocoOeHHocTel. [IpomexyTrouHas arrtectranus
MOXET IMPOBOAUTHCS B HECKOJIBKO 3TATOB.

[Ipu npoBeneHWH MPOIEAYPHl OICHUBAHUS PE3YIBTaTOB OOYYEHHS MPEayCMaTpHBACTCS
UCIIOJIb30BaHHE TEXHUYECKUX CPE/ICTB, HEOOXOAUMBIX B CBSA3U C MHAMBUAYAIbHBIMUA OCOOEHHOCTSIMU
oOyyaromuxcsi. OTH CpeACTBa MOTYT ObITh IPEAOCTaBICHbl YHUBEPCUTETOM, WJIM MOTYT
UCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKHE CPEJICTBA.

[TpoBenenue nporenypbl OLIEHUBAHUS PE3YAbTaTOB O0YUYEHHS JOMYCKAETCS C UCIOIb30BaHUEM
JMCTaHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHH.

ObecnieunBaeTcst AOCTYN K MHGOPMAIMOHHBIM U Oubnuorpaduyeckum pecypcaM B cetu MH-
TEpHET JUId KaX10ro odyuatomierocss B popmax, aaanTUPOBAHHBIX K OTPAaHUYEHUSIM HX 3JI0POBbS U
BOCTIPHSITHS MHPOPMAITUH:

® IS CJICTIBIX U CIIa0OBUIAIIUX:

— B 11e4aTHOM (hopMe yBEIMUYEHHBIM HIPUPTOM;
— B hopMe JIEKTPOHHOT'O IOKYMEHTA;

— B popme ayaunodaiina.

e JUIS TIIYXUX U CIa0OCIbIIIAIINX:

— B Ie4aTHOU opme;

— B (popMe PIIEKTPOHHOTO IOKYMEHTA.

e s 0O0YYarOMIMXCS C HAPYLIEHUSIMU ONIOPHO-/IBUTaTEILHOTO anmapara:
— B IIe4aTHOM opme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMme ayauodaiina.
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VY4eOHble ayAUTOPUU JJIS1 BCEX BUJOB KOHTAKTHON M CAMOCTOSATENIBbHOM paboThl, HayuHas 6uo-
JMOTEKa U MUHbIE TTOMEIIeHHsI 1711 00yUeHHUsl OCHAILIEHBI CIIeUaTbHBIM 000PYA0BaHUEM U YyU€OHBIMU
MECTaMH C TEXHUYECKUMHU CPEICTBAMH 00y4EHUS:

® IS CJICIIBIX U CIIA0OBUISIINX:

— YCTPOMCTBOM JIJIsl CKAaHUpOBaHUs U uyTeHus ¢ kamepoid SARA CE;

— nuctuieem bpaitis PAC Mate 20;

— npuHTepoM bpaiins EmBrailleViewPlus;

® JUIS TIYXHX U CIa0O0CTBIIIAIHX:

— aBTOMATHU3UPOBAHHBIM PA0OYMM MECTOM JJIS JIIOJICH C HapyIIeHUEeM CIyXa W CJIadocCIblia-
IIVX;

— aKyCTHUYECKUH YCHIIUTENb U KOJIOHKH;

e s O0YYArOIIMXCS C HAPYIIEHUSIMU OTIOPHO-/ABUTaTEILHOTO anrapara:
— HepeBUKHBIMU, PEryIUPyeMbIMU dpronomudeckumu napramu CH-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEIMaIbHBIM IIPOrPAaMMHBIM 00eCIIeUeHHEM.

9. MeToauvecKkue MaTepuaJibl

9.1. Ilnanbl 1a060PATOPHBIX 3aHSITHI

TeMbl y4eOHON JUCHUILTHHBI MPEAYCMAaTPUBAIOT MPOBEACHUE JIAOOPATOPHBIX PadOT, KOTOpPHIC
CIIy’)KaT Kak IEeJIIM TEKYIIEro U MPOMEKYTOYHOTO0 KOHTPOJIS 3a IMOATOTOBKOW CTYJISHTOB, TaK U Iie-
JISIM TIOJTYYCHHS TIPAKTUYECKUX HABBIKOB IIPUMEHEHHUSI METOJIOB BBIPAOOTKHU PEIICHHM, 3aKPETIIICHUS
W3Y4EeHHOTO MaTepuaia, pa3BUTHS yMEHUH, TPUOOPETEHHUS OIBITA PEIICHUS] KOHKPETHBIX MpoOeM,
BEJICHUS JIUCKYCCUM, apTYMEHTAIIMH U 3aIIUThI BBIOPAHHOTO PEIICHUS.

[TomoIs B 3TOM OKa3bIBAIOT 3aJaHUS JJIs JaOOPATOPHBIX padoT, BBIABaCMBIE IPETojiaBaTe-
JIeM Ha KKIOM 3aHSTHH, 3a/IaHUs] HA CAMOCTOSTEIILHYIO IMOATOTOBKY, EPEYCHb BOIIPOCOB JIJIS TIO/I-
TOTOBKH K OK3aMCHY U KOHTPOJIbHBIC TOMAIIHUEC 3adaHU OJIsd CaMOCTOSITEIILHOU pa6OTBI CTYACHTOB.

[enpro mabopaTOpHBIX PadOT SABISETCS 3aKpEIICHHE TEOPETUUECKOro MaTepuasna u npuodpe-
TCHUC NPAKTUYCCKHUX HABBIKOB HCIIOJIB30BAHHA MCTOAOB IMPUMCHCHUSA IMaKETOB KOMHBIOTCpHOﬁ Ma-
TEMaTHUKU B MPOPECCHOHANBHON EATEIbHOCTH, MPUMEHITh HABBIKW JAJISl MPUHATHS Haubonee 3¢-
(EeKTHUBHBIX PELIEHUI B YCIOBUSAX OBICTPO MEHSIOLIEHCS peanbHOCTH, JUIsl ObICTPON ajanTaluu K
M3MEHSIOIINMCS YCTIOBHSIM JIEATEIHHOCTH.

TemaTuka mabopaTOpHBIX pabOT COOTBETCTBYET IIPOrpaMMe Kypca.

JlaGopaTtopnass padora Ne 1 (8 uacoB). MerToabl o0ecrnevYeHHs] TEXHOJOTHYECKOI
U IKCIIYaTAMOHHON 0e30l1aCHOCTH NMPOrPaMMHOI0 ofecnedYeHUsi- IPOBepKa CHOPMHUPOBAHHO-
ctu komnerenuuu [1K-1,11K-3

Llenv 3auamus. MOMyYEeHUE NPAKTUUECKUX HaABBIKOB B 3amute nporpamMm ot [ICCHUB u ux
HECaHKIIMOHUPOBAHHOT'O UCCIIEJOBaHMSI, KOIIMPOBAHUS U PACIIPOCTPAHEHHUS.

Vkazanus no evinonnenuio sadanus: oOpaTUTh BHUMaHUE HA CBOMCTBA 3aIlMIIEHHOCTH MPO-
rpaMM Ha 3Tarax MpoU3BOJCTBA, TOCTABKH U SKCILTyaTalluy MPOTPaMMHBIX KOMILJIEKCOB.

Bonpocul ons usyuenus u o6cysircoenus:

1. Metoapl aHanu3a 6€30MaCHOCTH MPOTPAMMHOTO 00ECTICYCHHSI.

2. MeToap! 3alUThl pa3padaThIBA€MbIX MPOrpaMM OT aBTOMATHYECKOH IeHepaluu UHCTPY-
MeHTanbHbIMU cpenctBamu [ICCHB.

3. Metonbl naeHTU(UKALIMH TPOTPaAMM U X XapaKTEPUCTHUK.

4. MeTo/1bl 3aIIUThI TPOTPAMM OT KOMITBIOTEPHBIX BUPYCOB.

5. MeTo/1pl 3aIMThI TPOrpaMM OT UCCIIETOBAHMUSL.

6. Metoner o6dyckaruu mporpaMM. MeTOIIbI U CPEeNCTBA 00ECTIEYCHUS IEIOCTHOCTH U J10-
CTOBEPHOCTH HCIOJIB3YEMOTO MPOrPAMMHOI0 KOAA.

7. MeTozpl 3a1UThI IPOrpaMM OT HECAHKIIMOHHUPOBAHHOTO KOITMPOBAHMS.

8. Co3anue 3aliIeHHbIX OTIEPAllMOHHBIX CHCTEM.

Koumponvnwvie sonpocuwi:
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1. B uem cocTOAT HENOCTaTKM M JOCTOMHCTBA KOHTPOJIBHO-UCHBITATENBHBIX M JIOTMKO-
AQHAIUTUYECKUX METOJIOB aHallM3a MPOrpaMMHOro odecrieueHus?

2. YUto mpencrapiisgeT cOO0M CTAaTHUECKHUIA U TUHAMUYECKHUN aHau3 nporpamm. [lpu momoru
KaKHX CPEJICTB IPOBOAUTCS TaKOM aHanu3?

3. Onumute cioco6s! BHeapeHus: IICCHB nmocpencTBoM cpencTB aBTOMATH3AIMK TIPOTpaM-
MUPOBaHUs (TPAaHCISITOPOB, KOMIMISITOPOB, UHTEPIPETATOPOB, OTIATUMKOB U Ip.).

4. Kak ouenuBaeTcsi mojo0ue 1eneBoil U ucciaeryeMon IporpaMM ¢ TOUKH 3PEHUS HaTU4us
I[1ICCHUB?

5. Ilpusnaku kinaccuukany KOMIBIOTEPHBIX BUPYCOB. ONUIIUTE PAa3IUYHbIE TUIBI BUPY-
COB B COOTBETCTBHH C 3TOH Kinaccudukanued. [IpuBeanre mpuMepbl KOMIBIOTEPHBIX BUPYCOB, C KO-
TOPBIMU BbI CTaJIKHWBAJIUCh B IOBCEJIHEBHOM *u3HM, K Kakomy THUIy BHUPYCOB Bbl UX OTHeceTe?
Onummre cpeacTBa HEWTpalM3allMd KOMIBIOTEPHBIX BUpYcOB. [IpuBenuTe mpumepbl UCIIONb30Ba-
HUS aHTUBUPYCHBIX KOMILJIEKCOB.

6. IlpuBenuTe KiIaccu(UKalKiO METOAOB M CPEACTB 3alIMTHI MPOTPaMM OT HCCIIETOBAHMUS.
Buyem cytpb o0dyckamuu mnporpamm? Jlaiite ompeaeneHue 5(QPEKTUBHOMY BEPOSTHOCTHOMY
o00dyckaropy.

7. OnuimTe METOAbl U CPEICTBA OOECIeUeHUs LEeJIOCTHOCTU U JIOCTOBEPHOCTH HCIOJIB3Ye-
MOTO MPOTPaMMHOT0 KOZa, B TOM 4Hcie Kpunrorpaduyeckue. ONMUIIATE METOABI U CPEICTBA 3alllH-
ThI IPOTPAMM OT KOTIMPOBAHMUSI, B TOM YUCIIE KpUTITOTpadHruecKue.

8. Pacckaxute 00 OTeUeCTBEHHBIX 3alUIIEHHBIX onepaluoHHbIX cucreMax 0c2000 u «Pe-
HUKCH.

9. Ucnone3oBanue npoaykra PGP.DyHKIIMOHATBHBIE BO3MOKHOCTH

Jla6oparopuasi paGoraNe 2 (8 yacoB). CpeacTBa U CHCTeMbI 3alIMThI MPOrPAMMHOIO
obecneyeHusi- TpoBepka copmupoBanHoctu kommnereHuul/ /K-1,11K-3

Llenv 13aHAmuA’ NONy4eHUE MPAKTUYECKUX HABBHIKOB B pa3pabOTKe U SKCILTyaTallid CPEACTB
Y CHCTEM 3allUThl IPOrPaMMHOT0 0OecTieyeHUsl.

Vrazanusa no evinonnenuro 3adanus; oOpaTUTh BHUMAaHUE Ha MPHUKJIAJHbIE 00JIAacTH MpHUMe-
HEHUS CPEJICTB 3aIIUTHI IPOTPAMMHOI0 00eCIeYEeHHUS.

Bonpocul onsa usyuenus u oo6cysrcoenus:

1. CpencTBa ¥ CUCTEMBI TECTUPOBAHMSI IPOTPAMMHOI0 00€CTIeYeH s TIPU UCIIBITAHUAX €ro Ha
TEXHOJIOTUYECKYIO 0€301aCHOCTb.

2. OnumunTe MoKaszareian KayecTBa IporpaMMHOro odecredeHus. BeiOop HOMEHKIATyphl 1o-
kaszarenei kauectsa [1O ¢ Touku 3peHMs €ro 3alMIIEHHOCTH.

3. OpraHn3anoHHbIE U METOIOJIOTHYECKHE BOIIPOCH! TpoBeneHus ucnbitanuii [10.

4. [ToctpoeHne MpPOrpaMMHO-ANMAPATHBIX KOMIUIEKCOB I KOHTPOJS TEXHOJIOTHYECKOH
6e3omacHocTH nporpamMm. CocTaB MHCTPYMEHTAJIBHBIX CpencTB KOHTpousst OezonmacHoctu 10 mpu
ero pa3paboTke.

5. CTpykTypa M NPUHIUIBI MOCTPOSHUSI MPOTPaMMHO-ANIAPATHBIX CPEICTB KOHTPOJIHHO-
UCTIBITATEIbHOTO CTEH/1a UCTIBITaHUS TEXHOIOTn4Yeckoi 6ezonacuoctu I10.

6. CpencTBa ¥ KOMIUIEKCHI 3aIIUTHI MPOTPAaMM OT KOMITBIOTEPHBIX BHPYcoB. O0dyckaTopbl
nporpamm. CpeacTta o0ecrieueHHsl LEIOCTHOCTH U JIOCTOBEPHOCTH HMCIIOIB3YEMOT0 MPOrpPaMMHOI0O
kozga. CpecTBa 3allUThl IPOTPAaMM OT HECAHKIIMOHUPOBAHHOTO KOTIMPOBAHHUS.

7. OnepallMOHHbBIE CUCTEMBI B 3alllUIIIEHHOM HcnojgHeHnu. Co31aHue ONepaluoOHHBIX CUCTEM
C OTKPBITBIM UCXOJHBIM KOJIOM B 3aIIUIEHHOM HUCIOJHEHUH.

Koumponvnvie 6onpochwi:

1. CraTtuctuueckue U aAuHaMu4eckue crnocoOwl uccienoBanus 110, B yeM MX JOCTOMHCTBA
U HegocTaTku? B uem cymHocTh paboThl Au3acceMOIepoB, TUCKOMITWISTOPOB, TPACCHPOBIIHUKOB,
CIeAIUX cucTeM npu ucciaegoBanuu 110.

2. OnummTe crnocoObl mpoBeneHus: ucnbiTaHuii [10, oleHKM KadecTBa W cepTU(DUKAINU
nporpaMMHBbIX cpencTB. CocTaB METOIMYECKOro OOeCreueHusl MPOBEICHUSI UCIIBITAHUN MPOTPaMM.
Onumwmre nokazatenu kadectBa [1O pa3HBIX ypOBHEH. MOCIIEIOBATEILHOCTD ONEpaIiii pu BeIOOpe
HOMEHKJIATypbl Nokazareneit kadecta [10. Onenka 3Hauenuit nokaszaresnen kayectsa [10.
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3. OcHoBHbIE 3Tanbl npoBenaeHus ucnbiTanui 110 U mocnenoBaTenbHOCTh NEUCTBUM NpuU
3TOM.

4. TeXHONOTHS CO3/IaHUs CIOXKHBIX MPOTPAMMHBIX KOMILJIEKCOB U JACUCTBUS Pa3paOOTUHKOB
npu o0ecrieyeHns TexHoaoruueckoi 6esonacuoctu I10.

5. CTpyKTYypHO-(YHKIIMOHANIbHASL CXeMa MHCTPYMEHTAIbHBIX CPEACTB MOAECPKKU CO3AaHUS
0€30MacHOT0 MPOrPaMMHOTO 00ECTICUCHHUS.

6. Onumure HTambl KOHTpOJiA Oe3omacHOCTH obmero u crneuuansHoro [IO wHa srame
uccienaoBanus u ucnsitanuii I10.

7. TpeboBaHusi K KOHTPOJIbHO-UCHBITATEILHOMY CTEHJY HCIBITAHUS TEXHOJIOTUYECKOM
o6e3zonacuoctu [1O. IlpuHmunel ero mnoctpoeHus. J{OCTOMHCTBA U HEIOCTAaTKU CYIIECTBYIOIIHUX
OTIEpPAI[MOHHBIX CpeJl AJI TAKOTO CTEH/a.

8. llpuBeauTe mpuMepsl CYIIECTBYIOIIUX HA OTECYECTBEHHOM pPBIHKE AaHTHUBUPYCHBIX
KOMIUIEKCOB, MX OCHOBHbBIE JOCTOMHCTBA M HEAOCTaTKU. ba3oBbIil (hyHKUIMOHAT aHTUBHUPYCHBIX
porpamm.

9. Kak obOecrnieunBaercs (yHKIMOHANbHAS SKBUBAJICHTHOCTh MPOTpaMM A0 M IOCIE HX
00dyckanun?

10. IlpuBenuTe MpUMephl CYIIECTBYIOIUX Ha OTEYECTBEHHOM DPBIHKE CPEICTB 00ECIEUECHUS
[[EJIOCTHOCTH M JIOCTOBEPHOCTU MCIIOJIB3YEMOT0 MPOrPaMMHOTO KOJIa U CPEJICTB 3aIUTHI IPOrPAMM
OT HECAaHKLIMOHUPOBAHHOTO KOMTMPOBAHHS, UX OCHOBHBIE JOCTOMHCTBA U HEJOCTATKHU.

11. Pa3paboTka Takoro JUCTPUOYTUBOB OMEPAMMOHHOW CUCTEMBI C OTKPBITHIMH UCXOHBIMU
KOJaMH, KOTOpbI oOecreuus Obl ydeT crenupuku OOBEKTOB, MOTCHIMAIBHO YSA3BUMBIX IS
kubeparak. OCHOBHBIC KOMIIOHEHTHI TAKOTO JUCTPUOYTHBA?

JlaGopaTopuas padoralNe3 (10 wacos). UccienoBanne mporpaMMHOro odecrnedyeHnsi CioMoIb 0
cKkaHepa 0e30MacHOCTH U OTJaT4YMKAa- IpoBepka chopMupoBaHHOCTH KomrieTreHumul/K-1,11K-3
Llenv 3anamus’ ONy4eHNE IPAKTUYECKUX HABBIKOB B MCCIIEIOBAHUN KOHKPETHBIX ITPOTrPAMM
npu nomoiny otinagunka Ollydebuggern yrunmuter Hashcalc, ckanepa XSpider.
Vkaszanua no evinonnenuro 3adanus: oOpaTUTh BHUMAaHHE Ha 0053aTElNbHOCTh TpeOOBAHMMN
PI ®CTOK Poccun «3ammra oT HECAaHKLIMOHUPOBAHHOTO J1ocTyna K uHpopmauuu. Yacts 1. IIpo-
rpaMMHO€E obOecriedeHre cpesICTB 3amuThl nHpopmanuu. Knaccuduxamus no ypoBHIO KOHTPOJIS He-
JEKJIAPUPOBAHHBIX BO3MOKHOCTEM.
Bonpocwet ona uzyuenus u oocyscoenust:
1. KonTposs 1 GuKcanus HCXOTHOIO COCTOSIHUS MPOTrPaMMHOI0 00eCTIeUeHHU .
2. ITocTpoeHust CTEHIOB ISl TIPOBEICHHSI aHAIN3a IPOTPAMMHOTO 00eCTICUeHHS.
3. KoHTpoib cocTaBa 1 cosiepkaHus JOKYMEHTAI[MH Ha POrpaMMHOE o0ecTiedeHue.
4. Cratnyeckuil aHalIu3 UCXOJHBIX TEKCTOB porpaMMHOro ooecrnedeHus. KoHTposp nonHoTs
U OTCYTCTBHSI M30BITOUHOCTH Ha YpOBHE (aiiyioB M (PyHKIIMOHAIBHBIX 00bEeKTOB. [IpoBepka cooTBET-
CTBUS UCXOAHBIX (PailyioB 00beKTHOMY Koy. KOHTpOIIb CcBsI3€l 10 yrpaBieHUIO U UHPOpMaIUH.
5. Ucnonb3oBanue ckanepa XSpider npu uccnenosanuu [10.

Buinonnenue 3aoanusi:

B xome mpaktuueckoir pabOThl paccMaTpUBaeTCA MaKET JTOKYMEHTOB, HEOOXOIMMBINA IS
cepruduxanmu u skcrmyatanuu [10 u cobctBenHo ceprtuduxar coorBercTBus [10 HOpMATHBHBIM
JnokyMmeHTam u/wu TY.

Konmponvhuvle éonpocuwi:

1. B yem 3akito4aeTcsi KOHTPOJIb MOJHOTHI U OTCYTCTBHSI M30BITOUHOCTH Ha YpOBHE (hailiioB
U QYHKIIMOHATIBHBIX OOBEKTOB.

2. B 1eM 3akiro4aeTcst KOHTPOJIb CBSI3eH MO YIPaBICHUIO U HHPOPMAIIUH.

3. B ueM 3axirodaercss KOHTPOJIb BHIMOTHEHNUS (PYHKIIMOHANBHBIX 00beKTOB. Kakum oOpazom
BCTPAMBAIOTCS TaTYMKHU B UICXOAHBII TEKCT MPOTrPaMM.

Jla6opaTopnasi pa6ora Ne 4 (10 yacoB). ApxuBanus ¥ MOUCK -TIPOBEpKa cHhopMHUPOBAHHO-
ctu komnerenimulI/K-1,11K-3
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Leny:

[To3HaKOMUTBCS ¢ MHCTPYMEHTAMH JIsi PaOOTHI ¢ apXuBaMu. [10dy4nTh TpeAcTaBICHUE O KO-
MaHJ1aX MMOMCKA, JTOCTYIHBIX MOJIH30BATEII0 KOMAaHIHOW CTPOKH.

3aoauu

1. TlpounTaiiTe TEOpETUUESCKUIA MaTepHra 1Mo JabopaTopHOl padoTe.

2. O3HaKoOMbTECh C pabOTON KOMaHJ, NPUBEICHHBIX B TEKCTE JAOOPATOPHOW PabOTEHI.

3. TMomyuwuTe Ui HUX CTPAHMIIBI CIPABOYHOTO PYKOBOJICTBA.

4. C mnomompto yruaut findu wcnomyuure wunpopmanuio o KonuvecTse (ailyioB B J0-
MaIlllHEM KaTajore mojb30BaTelsl.

5. Msyuuts komanabel Which u locate.

6. Ilopaborats ¢ apxuBatopamu RAR, Zip, gzip, bzip, bzip2, TAR.

7. TlIpotectupoBaTh pa3Hble HAOOPHI APXUBATOPOB.

8. HayuuTbcs NpUMEHSTH PETYJISIPHBIC BRIPAXKECHUS IPU HAITUCAHUU IIA0JIOHA JIJIs TIOUCKA

C TIOMOUIBIO YTUIIUTHI grep.
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[Ipunoxenue 1. AHHOTAIHS
paboueii mporpaMmbl TUCIUTUTAHBL

AHHOTAIIUSI PABOYEH ITPOTPAMMBI JIJUCHUTLIAHBI

JucuuruimHa «be30macHOCTh MPOTPaMMHOTO O0ECIIeYeHUIaBTOMATU3UPOBAHHBIX CHCTEM)
peanusyetcs Ha ¢akynbTeTe HHPOPMAIMOHHBIX CHCTeM M Oe3omacHoCcTH Kadeapol KOMILIEKCHON
3alIUTHI UH(OPMAIIHH.

Lenb TUCHUIUIMHBL: TPHOOpETEHUE 3HAHMM O 0Aa30BBIX METOJAaX U croco0ax 3alluThl MPo-
IrPaMMHOI0 00€ecIieYeHHs] aBTOMATU3UPOBAHHBIX CUCTEM M YMEHMM NPUMEHATh Ha MPAKTUKE CpeJl-
CTBA 3alllUTHI IPOrpaMM, UMEIOIIMECS Ha OTEYECTBEHHOM PhIHKE MPOAYKIIUU U YCIYT B 00JIacTH 3a-
MIUTHI THPOPMALIUY OT HECAHKITMOHUPOBAHHOT'O JIOCTYTIA.

3aiayn: pacCMOTpPEHHUE CIEAYIOLUIUX BOIMPOCOB: OCHOBHBIE MOHSTHS TEOPUU AITOPUTMOB U
TEOPHH CIIO)KHOCTH BBIUMCIICHU; MeToabl aHanu3a [10; MeToas! 3amuTsl pa3padaTbiBaeMbIX Mpo-
rpaMM OT aBTOMAaTHYECKOW IeHepaluyd WHCTPYMEHTAJIbHBIMHU CPEICTBAMHU IMPOTPAMMHBIX CPEJICTB
CKPBITOTO BO3JICHCTBUS; METOIbI MACHTU(UKAIINH MIPOTPAMM U UX XapaKTEPUCTUK; METOJIbI 3aIIUTHI
IporpaMM OT KOMIBIOTEPHBIX BHUPYCOB; METOABI 3alUTHl MPOTPaMM OT HCCIEIOBAHUS; METOIbI
o0¢yckanuu mporpaMM; METOIBl 3alIUTHl MPOrPpaMM OT HECAaHKIMOHHWPOBAHHOTO KOIHMPOBAHUS;
CPEICTBA U CHUCTEMbI TECTHPOBAHUS MPOrPaMMHOT0 obecriedeHus IpU UCTIBITAaHUSIX ero Ha Ge3omac-
HOCTb; OIIEPALlMOHHbIE CUCTEMBI B 3aIUIIEHHOM UCIIOJHEHUN

JlucuuniuHa HarpaBieHa Ha GOPMUPOBAHUE CIETYIONINX KOMIETCHIIHIA:

e [IK-1 - CrnocoOeH BBHIIONHATH PabOTHI MO YCTAaHOBKE, HACTPOMKE W OOCITYKUBAHHUIO IPO-
TPaMMHBIX, TTPOTPAMMHO-ANMAPATHBIX (B TOM YHCIIE KPUNTOrPapUUYECKUX) U TEXHUUYECKHUX
CPEJCTB 3alUThl HHOPMAITUU

e [IK-3 -CnocoOeH ynpaBisTh 3aIUTON HH(GOPMAIIMK B aBTOMATH3HPOBAHHBIX CHCTEMax

B pe3ynbraTe 0CBOGHUS TUCHMITIIMHBI (MOTYJIs1) OOYyUYaIOIIMICS TOJKEH:

3HaTh:

OCHOBHBIE TIOJIOKEHUSI TEOPUU MH(OPMAIIMOHHON 0€30IacHOCTH M NMPAKTHKH 3alllUThl MH-
dbopMaluu 0T HECAaHKIIMOHUPOBAHHOT'O JOCTYIIA;

HOpPMAaTHBHBIE IPABOBBIE TOKYMEHTHI B 00JIACTH 3aLIUThI HH(OPMAIIH;

MaTeMaTUYeCcKHUe MoJIeinH 0€30acCHOCTH M (JOpMaJIbHbIE MOJEHU JOCTYIa CUCTEM;

MOJIEJIA ¥ METO/BI 3aLUTHI ONIEPALlUOHHBIX CUCTEM;

OPUHLMIIBL paboOThl MPOrPaMMHBIX CPEACTB CUCTEMHOIO, MPUKIATHOIO M CHEHUAIBHOIO
Ha3HAYCHMsI, THCTPYMEHTAJIbHBIX CPEIICTB;

OCHOBHBIC MMPOCKTHBIC PCHICHUA, CPEACTBA U METOAbI 3alllUThI I/IH(l)OpMaHI/II/I OT HECAaHKIIHUO-
HUPOBAHHOTO JOCTYIIA.

YMers:

pelaTh TUIIOBBIE 3a/1a4M C TIOMOIIBI0 METOJOB 3aIlIUThl MH(YOPMAIUK OT HECAaHKIIMOHUPO-
BaHHOTO JIOCTYIIa;

IIPUMEHATH COBPEMEHHBIE METOAbl M METOAMKHU 3alUThl IPOTpaMM OT IPOTPAMMHBIX
CPENICTB CKPBITOTO MH(POPMAITMOHHOTO BO3/ICHCTBHS;

BBIOMpATh, YCTAaHABIMBATH U HACTPAaUBaTh CPEACTBA CUCTEMHOTO, MPUKJIAJHOTO U CHelHalb-
HOI'0O Ha3HAUYCHUA,; IPUMCHATHE COBPEMCHHBIC METOZIbI U METOJAMWKHA 3alllUTHI ITPOrpaMM OT HCCAHKIIU O-
HUPOBAHHOTI'O MCCIIEIOBAHUs, KOIIMPOBAHUs, PACIIPOCTPAHEHUS U UCIIOIb30BaHUS.

Brnaners: MeToiaMu pa3pabOTKH U UCIIOJIb30BaHUs cpeacTB 3amuThl [10;

HAaBbIKAMM HACTPOMKM U DKCIUTyaTalldd WHCTPYMEHTAIBHBIE CPEICTBA, SI3bIKM U CUCTEMBI
nporpaMMHpOBaHHUA IJIA pCIICHUSA HpO(i)CCCI/IOHaJ'II)HI)IX 3aj1a4,

HAaBBIKAMM DKCIUIyaTallUd 3allUIIEHHBIX IIPOrPaMMHBIX CPEACTB, MOJIYYMBIUHUX IIMPOKOE
MMPUMCEHCHUEC B COBPEMCHHBIX ABTOMATH3WPOBAHHBIX CUCTEMAX.

[To nucrumuiiHe IpeaycMOTpeHa IPOMEXKYTOUHAas aTTecTainus B popMe 3a4era.
OO01mast TpPyA0€MKOCTh OCBOSHUS TUCHIHUTIIHHBI COCTABJISIET 3 3a4E€THBIC €TUHUIIBL.



